- City of Carson City
Agenda Report

Date Submitted: June 12,2007 - Agenda Date Requested: June 21, 2007
e ' Time Requested: Consent =
To: _ ' Mavor and Supervisors

-me:-__ e Purchasing & Caniracta ------ -

Sub]ect T:tle %ctmn to approve !mrasﬁate Interlocal Contract between Public i&genmes a -
- Contract between the State of Nevada Department of Information Technology (DolT) and Carson o

City Information Technology, to provide "SilverNet" the State of Nevada's enterprise digital wide -~ -

area network operated by DolT at a cost of $357.70 per month through June 30, 2008 and
i $3’86.5? 'pe-'r month through June 30, 2009 from the General Fund {File G708-023}

: Stai‘f Summar\ The City's connections to the State SilverNet network have become a ntal part
of the City's overall data comniunications infrastructure. This alliance with the State affords the -
- City tremendous flexibility and opportunity and is becoming more important as our relationships

with State agencies grow. '

ijﬁe of iétion Requested: :chech onel

{ ' Resolution L L jl Ofﬁnmnce
 {_X__)Formal Action; Motion . { )y Other {Specify)
Does This Action Require A Business Impact Statement: ~{ - ) ¥es{ X ) No

Recommeintded Board Action: I move to approve Intrastate Tnterlocal Contract between Public
Agencies, a Contract between the State of Nevada Department of Information Technology .
{DolT) and Carson City Information Technology, to provide "SilverNet" the State of Nevada's -
enterprise digtal wide area network operated by DolT at a cost of $357.70 per month through

- June 30,2008 and $386.57 per month through June 30, 2009 from the General Fund {File 0708~
023y

FExplanation for Recommended Board Action: NRS 277180 anthorizes a public agency to
contract with any other public agency to perform any governmental service, activity or . -
undertaking which any of the public agencies entering inte the contract is authorized by Efm 1o
perform. |
~This contract provides the City with many benefits that include:

@ low cost,

® . access to the State's SilverNet network,




" Board Action Taken:

e fiber connections between two City locations and the State,

| . o iugh speed Internet access,

. o - ﬁrfmrall.sé(.:ﬁrity services,

_ ' | - nef.ﬁ'ork mt:.sniff.:rr.in.g and dfaignusti-cs, and
| o 'n'e't{xmi‘kihg and Sééuritv consultation services.

DGIT reqmres that Carson CHV first obtains approval of the Contract from the B{}ard ﬂf
Supervisors, then provide DolIT five (3) signed original Contracts for them to process, and then

- they will provide us two (2) signed original Contracts for our files.

Ag}pllcahie Statue, Code, P{l!lﬂ, Rule or Regulation: NRS 277180

Fsscai Impact S-E 7'9" g (zenﬂml Fand Automation Telephﬂnu for FY 0708 and $4,638. 84 . L

General Fund Automation Telephone for FY 0809

L Etplanaﬁﬂn'of impact: ."534 292.40 General Fund Automation Teiephdne for FY 0708 and
54,638, 84 General Fund Automation Telephone for FY 0809

: 'Fundmg Sﬂarce Gmeraf Fund Automation Telephone FY 0708 & FY DSGQ

' 'Suppnr‘tmg Materlal:' Intra:siat-ﬂ Interlo-c.ai Contract Between Public Ag-encses

' Prepare{i B‘r Cher‘»l kdamh Purchasing & Contracts Manager

3 Renewed By /«’1 j/aé/ Q"_ Date: f»p.[ \l\O“;'i

- Date: éf,{f’lf}(j'_) |

Date: - ﬁﬁ?ﬂw-fﬁ'}. -

Date: e/ atf 7

R e
~ (Fifwnes Cinzclord

Motion: L ey 0 Ave/Nay

~ {Vole Recorded By)




INTRASTATE INTERLOCAL C(}NTRACT EETWEEH PU&LEE AGENCIES

A Contract Befween the State of Nevada
Acting By and Through s

Department of Information Technology
400 W, King St., Suite 300
“Carson City, Nevada BIT03-4204
Phnne 775-684-5800 Fax: 775-684-5846
{Henceforth known as “DoiT")

And

Carson City Infermation Technology
201 North Carson Street, Suite #7
Carson City, Nevada, 89701
FPhone: 775-887-2160 Fax: 775-887-2288
{Henceforth known as “Carson City™)

WHEF&E&S NRS 2?? 18!3 authurlzes any one or more public agencies to contract with any one or mare
other public agencies to perform any governmental service, activity or undertaking which any of the pubinc
agencies entering into the contract is authorized by law to perform; and

WHERE&S it is deemed that the services of DOIT hereinafter 'set forth are both necessary to Carson City
and in the best interests of the State of Nevada; and

WHEREA.S NRS 242 141 Authorizes DolT to provide service for agencies not under the confrol of the
Govemnar, upon the request of any such agency. If there are sufficient resources available to the Department

it may provide services to counties, cities and towns and to their agencies.

1. REQUIRED APPROVAL: This Contract shall not become effective untif and unjess approved hy the
MNevada State Board Of Examiners and appropriate official action of the governing body of each party.

2. DEFINITIONS. “State” means the State of Mevada and any Btate agency identified herein, its ofﬂcers
employees and immune contractors as defined in NRS 41.0307. "DolT” specifically - indicates the
Department of Information Technology and its authorized agents. “Customer” means reguesting county,
city or authorized ageni. "SilverMef” means the State of Mevada's enterprise digital wide area network
operated by BolT

3. CONTRACT TERM. ' This Contract shall be effective frem July 1, 2007 subject to approval of the State
Board of Examiners to June 30, 2009, urless sooner terminated by either party as set forth in this Contract

4. TERMINATION. This Contract may be terminated by either party prior to the date set forth in paragraph
{3}, provided that a terménation shall not be effective unti ___30 _ days after a party has served written naotice
upon the other party. This Contract may be ferminated by mutual consent of both parties or unilaterally by
gither party without céuse. The parties expressly agree that this Contract shall be terminated immediately if
for any reason State andfor Federal funding abiity to satisfy this Contract is withdrawn, limited, or impaired.
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5. NOTICE. Al notices or other communications required or permitted to be given under this Contract shall
be in writing and shall be deemed to have been duly given if delivered by any delivery or courier service
~ personally in hand, by telephonic facsimile with simultaneous regular mail, or mailed certified mail, return
receipt requested, postage prepaid on the date posted, and addressed to the other party at the address set.
forth above S

iNCDRPORﬁTED DOCUMENTS. The pames agres that the senvices tu be perfarmeﬁ shall be
: specrﬁcany described; this Contract incorporates the following aitachments in descending order of_

- ATTAC-HMENT A SPECIFICATIONS AND SERVICE OPTIONS -
. ATTACHMENT B: ' STATE OF NEVADA IT SECURITY POLICY ' T
 ATTACHMENT C: ~ DEPARTMENT OR INFORMATION TECHNOLOGY WIRELES . ME'I'WDRK_
o . - 802.11 STANDARD R L
- ATTACHMENT D:© BILLING

T CONSIDER&TION The State of Nevada, Depadment wf tnfarmatron Technology agrees to prc-wde the
" -services set forth in paragraph (6) at a cost of $357.70 per month in FYQ8 for Tier 2 SilverMNet services and -
a cost-of $386.57 per month in FY03 also for Tier 2 SilverNet services. The total Contract amount shalf not

exceed $8,931.24: $4.292.40 for FY08 and $4.638.84 for FY09. This cost is based on bandwidth utilization

.- averaged 'cver an entire fiscal biennium and does not change from month to month.

8 ASSENT. The parties agree that the terms and conditions listed on’ Incorporated attachments of this
- Contract are also specifically a part of this Contract and are limited only by their respective order of
precederice and any limitations expressly provided. i

9. INSPECTION & AUDIT.

"a. Books and Records. Fach party agrees to keep and maintain under general accepted accounting
principles full, true and complete recerds, agreements, books, and documents as are necessary to fully -
- disclose to the other party, the State or United States Govemment, or their authorized representatives,
©upon audits or reviews, sufficient information to determine compliance with all State and Federal
~“regulations and statutes.
“b. Inspection & Audit. Each party agrees that the relevant books, records {written, electronic, computer-
“related or otherwise), including but not limited to celevani accounting procedures and practices of the party,
- financial staterments and suppoerting documentation, and documentation related to the work product shall

"~ be subject, at any reasonable time, to nspection, examination, review, audit, and copying at any office or .

location where such records may be found, with or without notice by the other party, the State Auditor, The
Cepartment of Information Technology Office of Information Security, Employment Security, the

‘Departrment of Administration, Budget Division, the Nevada State Attorney General's Office or its Fraud
Centrol Units, the State Legislative Auditor, and with regard to any federal funding, the relevant federal =
agency, the Comptroller General, the General Accounting Office, the Office of the Inspector Ganeral.-ﬂr_

any of their authorized represeniatives.

c. Period of Retention. Al books, records, reports, and statements relevant fo this Contract must E}E
* retained by each party for @ minimum of three years and for five years if any federal funds are used in this -

Contract, The retention period runs from the date of termination of this Contract. Retention time shall be

extended when an audit is scheduled or in progress for a period reasonably necessary o r:omptete ar

audit- andfor fo complete any administrative and judicial Higation which may ensue. .

10. BREACH; REMEDIES.  Failure of either party to perfofm any cbligation of this Contract siw'ail bie deermed
a breach. Except as otherwise provided for by law or this Contract, the rights and remedies of the parties
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. Document #4- Carsan DTD?

shall not be exclusive and are in addition to any other rights and remedies provided by law or Equity, inclu-ding
but.not limited to actual damages, and to a prevailing party reasonable attorneys' fees and costs. It is-
specifically agreed that reasonable attomeys’ fees shall include without limitation $125 per hour for State-
empioved attorneys. . .

to prorated charges on a dan}r basis while service is not provzded by DOST The pames wnl not walve and

- intend to assert available NRS Chapler 41 tiabiity Emitations in all cases. Contract liability of both parties

- shall hot be subject to punitive damages. To the extent applicable, actual contract damages for any breach
shall be limited by NRS 353.260 and NRS 354,626, .

12. FORCE MAJEURE. Meither party shall be desmed to be in violation of this Confract if it is pr-‘evehtéd from
performing any of its obligations hereunder due to strikes, failure of public transportation, civil or military

autharity, act of public enemy, accidents, fires, explosions, or acts of God, including, without limitation, earth- .

guakes, floods, winds, or storms. In such an event the intervening cause must not be through the fault of the
-party asserting such an excuse, and the excused party is obligated to promptly performn in accordance with
“the tarms of the Contract after the infervening cause ceases. '

: 13 INDEMNEFEG%‘FIGN ' o

a. To the fullest extent of limited hab;lzty as set forth in paragraph {11) of this Contract, each party shall :

indemnify, hold harmiess and defend, not excluding the other’s right to participate, the other from and

©against all liability, claims, actions, damages, losses, and expenses, including but not fimited.- fo
reasonable attorneys' fees and costs, arising out of any alleged negligent or willful acts or omissions of
the party, its officers, employees and agents. Such obligation shall not be construed to negate, abridge., -
or otherwise reduce any other right or obligation of indemniéy which would otherwise exist as to any party -

©or person described in this paragraph.

~ b. . The indemnification ebligation under this paragraph is conditioned upon receipt of written notice by
. the indeimnifying party within 30 days of the indemnified party's actual notice of any actual or pending - -
-claim or cause of action. The indemnifying party shall not be liable to hold harmiess any attorneys’ fees
and costs for the indemnified party's chosen right to participate with legal counsel.

14. INDEPENDENT PUBLIC AGENCIES. The parties are assotiated with each other only for the purposes
and to the extent set forth in this Contract, and in respect to performance of services pursuant to this
- Coritract, each party is and shall be a public agency separate and distinet from the other party and, subject
only 1o the terms of this Contract, shall have the sole right to supervise, manage, operate, control, and direct
- performance of the details incident to #s duties under this Contract. Mothing contained in this Contract shall
" be deemed or construed to create a partnership or joint venture, to create refationships of an employer-
amployee or principal-agent, or to otherwise create any tability for one agency whatsoever with respect to the
indebtedness. liabilities, and obligations of the other agency or any other party. :

15 WAIVER OF BREACH. ' Failure to declare a breach or the actual waiver of any particular breach of the
Contract or ils material or nonmateriat terms by either party shall not operate as a wabver by such party of any
of its rights or remedies as to any other breach. :

1B, .SEVERABIUT'Y'_. If any pmvis'idn contained in this Contract is held to be unenforceable by a court of law
ar equily, this Contract shall he construed as if such provision did not exist and the nenenforceability of such -
provigion shall not be hefd to render any other provision or grawsions of this Contract unenforceable.

17. ASSIGNMENT.. Meither party shiall assign., fransfer or delegate any rights, obligations or dities under this
- Contract without the prior wriiten consent of the other party.
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18. OWNERSHIP OF PROPRIETARY INFORMATION. Unless otherwise pravided by law or this Conlract,

any reports, histories, studies, tests, manuals, instructions, photographs, negatives, blue prints, plans, maps,

data, system -designs, computer code {which is intended to be consideration under this Contract), or any
othier documents or drawings, prepared or in the course of preparation by either party in performance of its
Dbllgatiﬂﬁs under this Contract shall be the joint property of both parfies,

19 PUBLIC RECORDS. Pursuant to NRS 239.010, information or documents may be open fo publlc inspec-
tion and copying. The parties will have the duty to disclose uniess a particutar record is made confi denhal by
law oF & COmMMan law balancing of interests.

20 GONF]DENTi‘ALI:TY ‘Each party shall keep confidential all information, in whatever form, produced,
prepared; observed or received by that party to the extent that such information is confidential by law or
oiherwzse requared by this Condract.

21 PROPER AUTHORET‘( The- partjes herete represent and warrant that the person. execeutmg thrs
Contract on behalf of each party has full power and authority to enter into this Contract and that the pames
are au!hnrzzed by lawv to perform the services set forth in paragraph {8).

sha]i be gmremed by, and cﬂnstrued accordmu ta, the Iaws 0f the State of Mevada The parties cor’;sent to
the jurisdiction of the Nevada district courts for enforcement of this Contract.

23 ENTIRE AGREEMENT AND MODIFICATION. This Contract and its mtegrated attachment{ ¥ constitute
the entifs agreement of the parties and such are intended as a2 complete and exclusive statement of the
promises; representations, negotiations, discussions, and other agreements that may have been madsa in
connection with the subject matter hereof. Unless an integrated attachment to this Contract specifically
disptays & mutual intent to amend a particular part of this Contract, general conflicts in language betwsen any
such attachment and this Contract shall be construed consistent with the terms of this Confract.  Unless
othenvise expressly authorized by the terms of this Contract, no madification or amendment to- this Contract
shall -be binding upon the parlies unless the same is in writing and signed by the respective parties herato
approved by the State of Nevada Office of the Attorney General
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IN'WITNESS WHEREOF, the parties hereto have caused this Contract to be signed and intend to be legally o

bound theraby.

- Carson City Signature Date  Title
DirectorfCIO
Depa-ﬁtment of Information 'Téc'hraology | Date Title

Signature

Signéture ~ Nevada State Board of Examiners

Deputy At!drraey General for Aﬂorhey General,

 State of Mevada

Page 5 of§

APPROVED BY BOARD OF E}(AMWEF{S
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{f}atejl

on

{Date)




ATTACHMENT A
Document #4-Carson-0707

SPECIFICATIONS AND SERVICE OPTIONS

Section | Specifications and Standards

1.1

1.2

1.3

1.4

1.5

Reuters: All connections will require a C13C0 router for intranet connectivity.

Ling Configurations: All T-1 circuits will be defined as Extended Super Frame (ESF} and Bipolar 8
Zero Substitution (BBZS3),

Metwork Aﬂdressmg Network Address Tramatmn or Port Address Translation {NAT/PAT} wili be
used as required to address security issues and maintain Silverbet network integrity within the
Silveriet administrative domain (AD].

IF addmssmg P addressing for NAT and PAT configurations into SilverMNet will be supplled by
DolT.

Routing Protocols: SilverNet supports Open- Shortest Path First {OSPF), Enhanced Inkerior
Gateway Routing Protocol (EIGRP), Internet Protocol Yersion § {IPvE0 and static routes onfy

Section H:  City of Carson Responsibilities I

2.1

22

2.3

2.4

Sectlon lli: DolT Responsibilities

City of Carson will canferm to State network and security standards while connected in accordance -
with the State’s Security Policy. The City of Carson is responsible for its own additional
requirements for security

Intermet access is without content restrictions other then Peer to Peer {(P2P) and instant Messaging
Acceptable use policies and procedures are the responsibility of the City of Carson. The acceptable
use policies of the State must be used as a minimum guideline for Internet access

City of Carson must grovide the appropriate, secure, climate-controlied space to accommodate
Dol T transport and/or network interface equipment

If desired, a Business Service Level Agreement wil be developed jointly between the City of
Carson and DolT, The Business SEA will focus on the business service requested; however, all
sarties will ensure network management issues, if any, are addressed in the centext of the service
requested. The City of Carsan will track and manage the Business SLA, and inform DcIT of any
sighificant network connectivity changes.

301

DolT. will install, maintain, repair -and wpgrade network and fransport equipment owned and
operated by DolT as required in maintaining operational integrity of connection for 24x7 operational
availability

Exceptions

3.2 DalT aperates a standing maintenance window for core rietwork related upgrades and
enhancements. The SilverNet maintenance window is every Wednesday from 9PM 1o
280, Mormal maintenance may result in short-term outages. Maintenance outages are
postad in advance on the SilverbMet Web server accessible to City of Carson. in addition
the DolT will provide bandwidth villization graphs avallable on the SiverMet Web server.

#.TTACHMENT L)
DolT SPECIFICATIOMS AMD SERVICE UPTIE’INS
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3.3

41

Section IV Configuration

ATTACHMENT A
Document #4-Carson-0707

322 £mergency Maintenance: Core network code and hardware failures are consMerecl
- emergency maintenance and are dispatched immediately.

BolT reserves the right | to terminate any service at any time as a s‘esuit of security breaches or
activity that compramises the integrity of SilverMet or places any other City of Cafson or State
agencies at risk.

DolT. will. provide prowvisioning, configuration and operational maintenance of alt communications
equipment to the customer's network demarcation. Procurerent of hardware, maintenance and
telecommunications and access charges will he the responsibility of City of Carson.

411 DaIT will ensure service to the cutbound port of the DolT firewallirouter port or the Iast
point of State-owned transport.

Mofe Al connectivity cperations past the State'’s demarc will be the responsibility of the City of
Carson

Section V: Transport

5.1

5.2

5.3

0.4

Wicrowave Transport: Communications will be established over the DolT microwave system. Data

speeds for service are: T-1, 1.544Mbs or greater if based upon system availability

511 This service is available to county seats that have the State microwave: system spurs
installed.

5.1.2 Dol T will provide end point termination to location of county spur termination point.

Leased Service: Communications service will be established over a private leased line through a
gqualified telecommunications provider. Data rates: T-1, 1.544Mbs, ATM, Variable Rate Frame
Eelay and Digital Subscriber Line {D3L)

5241 Al options are not available in all areas; DolT can recommend Dphons Bl..lltable to speclflﬂ
Iccatmns

522 . . Operations are dependent on service configurations defined in Section IV,

Fsber Dptsc Cable: Communications will be provided utilizing the DolT. managed fiber optm
infrastructure. Data rates for service are: 100Mbs and 1800Mbs.

53.1- . Fiber option is not available in all areas; DolT can recommend optﬁons suitable ta specsfac
locations.

532 Dol T will provide it fiber and interface specifications for operations.

Virtual Private Nebwork (VPN} & Wireless: Communications will be made uthzmg = Lﬂ%emet

service provider. Supported data rates S6Kbs~3hbs.

54.1. " Each user will be issued a user I, password and security cennectmty scftware [one
account par persont in accordance with State security policles and procedures. WPHN.
service is provided to the City of Carson at an additional cost of $5.88 per month, per.
user in FYD8 and 56.04 per month, per user in FY0%

ATTAC HMENT A
DalT SFEClFICkTIDNS AMD SERVICE OPTIONS

2ofd




ATTACHMENT A
BPocument #4-Carson-07r 07

54.2 Wireless - bridging to existing spur or hub nodes must follow the Department of
information Technology 802.11 Wireless Standard Confrol No. 54-09 revision C, Al
exceptions must submit to and reviewed by the Office of Information Security

Sectmn VI: S:iverﬂet Service Options

6.1

6.2

6.3

G.4

Sitverblet Access: This basic service provides access o md|tlp§ e state agencies via SilverMet.
Connectivity to include HOST ACCESS, USER ID and LOGON operations will be negotiated
between DolT and City of Carson. Final approval and authorization will be determined and

appmved by DolT.

g 1 ‘-l Each approving au&hnnty will provide & letter of authonzatmﬂ tr:r Bl T mdmatmg access to
be permitted through the State firewall, Letters of authority and access wili become
attachments to the principal Interlocal agreement. (Other supperting sections; Business
SLAs refer to Section 2.4.)

Enhanced SilverMet Access: Same as Section 6.1 but also includes City of Carson tailored access
control lists, enhanced connection maonitoring and LAN security administration assistance

§.2.1 - Subjectto a security needs assessmentfrisk analysis. ...

Infernet access utilizing the State firewall service: DolT operates and maintains enterprise firewall
services. Internet connectivity will require a design and review process to establish mutual secunty
guidelines that can be met.

6.3.1 City of Carson traffic will access the Internet utilizing Sﬁate of Nevada IP address block.

Unprotected Internet Feed: A dedicated conmection to the State ingress router(s) pmviding the City
of Carson with network routing service to the internet

6.4.1 City of Carson must use either Network f-\ddress ?ranslatmn {NATY or port address
franslation (FAT) or obtain their own nebwork address space.

.42 Same as Section 6.4.1, subfect to a security needs assessmeny nsk analysis

Sectiop Vil: ~ BACKUP CIRCUITS

7.1

7.2

it is uriderstood that from tirve to time, brief service outages lasting less than one {1} business day

may occur. These outages fall into the following categories

7141 [}oﬂ’ eauipment and'or transport cutages. When DolT is respmsmle for any mterrupt;on of
services under this Confract, the liability of DolT is Bmited to prorated daily charges when
DofT service putages lasting longer than one {1} business day ocour. Brief outages lasting
less than one {13 day will not be the basis of any claims against DolT

7.1.2. . Public -telecommunications provider - equipment  andfor transpert outages. When public
felecommunications providers are responsible for outages, the City of Carson is responsible
for seeking compensation from the providers responsible. Owtages due to any fault of pubh{;
telecommunications providers wil not be the basis of any claims aganst DolT.

DolT can recommend op’uons to help keep transport service or limited service available in the event of
g fransport failure. This would not cover the faillure of network hardware or compenents but would
provide an altarnate path in the event of 2 transport outage.

ATTACHMEMT A
DcET SPECIFICATIONS AND SERVICE OPTIONS
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State of Nevada

: Iﬁﬁirhmﬁon Technaology Security Committee

o _ _ Policy e _ .
Contrel Ne.  Rew. Title Effective Date  Fage .
402 A IT Securety Policy 02/ E472002 | ofd

10

30

 SCOPE

"PURPOSE
This policy establishes a rinimuam infonmation leshrolegy (1T security policy for the protection of State
assets inelusive of information, compaters and networks. The intent of TT i3 to ensure the availabitity of

tirely, accurate information for the delivery, of services and produsts to the citizens of the State of Mevada. o

*The protection of State IT requires an approach that will resuft in implementation of batanced, cost-

effective seourity disciplines and techniques commensyrate with the identified risks and theeats to the
organizaticn and its information technology.

© The IT security policy and subsequent standards provide the minirum high-tevel policy and standards
" designed to provide a broad direction for protecting State IT assets. The State IT Security Committee, -

whose membership consists ef representatives from mudtiple state departments andor divisions have

" dewzloped these policies and supporting [T Security Standards and Guidelines.

This pelicy and all State IT security standards adopted in support of this pelicy apply tc alf Executive .
Branch depariments, inclieding divisiens, bureaus, boards and commissions, regardless of physical location,

- that operate, manage or use FT services or equipment. The scope includes:

" A, The eperation, mardgement or use of stand-alene, shared or netwaork-attached computers.
B, The operation, management, or use of data, telecommunications squipment, nétworks, or services.

. Purchased coimpliter services or felecammunication netaork services frony other state entities ar
commeriial concerns.

D.  Contract or vender personnel cogaged with @ State entity o provide services that require use of
State informetion echnalogy, which includes hardware, software, application systems, network
and data.

CEAN users of State informatien teshnelogy, Security for TT respurees provided for use by the
general public must be writter: and kept separate from the agency’s security pelicies, standards and
procedures, :

EFFECTIVE DATES

The requiremenss of this peticy are effective 90 das after sign-off by the Governor oF hiz desighes

4027 A) Palicy IT Secarity Po'Hc.j-id-Dc :
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| State of Nevada
Information Technology Secuvity Committee

o | Policy o L
Control No. . Rev. . Title Effective Date - Page -
R % A A o IT Security Poelicy o 0271442002 Zofd

40

bald
o=

60

RESPONSIBILITIES

A, The State IT Sesiarity Commijies is responsible for establishing pelicies, standards and guidelines
for 1T Security and prosiding therm o agency management.

B Apency managerent is accountabile for the protection of State assets, including 1T relating to the-
- conduct of State business,  Each emgplevee has the respousibility and must protect the IT assets
" and informarien from unauthorized modification, destruction or disclosure.

‘RELATED DOCUMENTS

NRS 242111 Information Technology — Regulations
WRS 242,115 Duties of Planniog and Research

And in dipliance with Fedéral lows specifically:

Public Law 140-233 . Camputer Security Act of 1987
OB Circutar &-130 Security of Federal Automated Swvatems
POLICIES

60.1  SECURITY MANAGEMENT:

establishing security controls on a department wide hasis. The deparments shall ensure
- that:

1 AnTT Secarity Plans) is —devcﬁﬂ]}éd cotamensurste with the sensitivity and valoe of
- the information processed and maintained, the need for continued aperation of
eritical business functions and the fevel of risks and magnitude of loss or karm that -
could result from the loss, misuse, disslosure or moedification of the IT assets.

2y FT Sevurity awareness and training is provided to all dgency staffat least anmually,
T3 Mew emploves oriestation 15 éstablished o introduce 1T Seeurify policies, standasds
- and procedures.
CdF o IT Contimgency Plans, incleding appropriate daga and svstem backup and recovery

procedures are developed to ensure cantinuesd availabelios of eritical basinzss
fomctions i the event of & disaster or business dissuption. '

4020 A% Palicy IT Securiry Policy.dee.
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 State of Nevada

Tnfovination Technology Secuvity Cominitiee

Ry Policy o |
Conirol No.  Rew. Title Effective Date  Page
o402 A . IT Security Policy 0241472002 3 of 4

dependent on the arganizational structare, who shall be responsible for development,
- implementation, managerent, maining and enforcement of policies and standards regerding -
the security of infatmation techmalogy. '

60.2  IT Security Plan

S AL AnIT Security Plan shall be developed for each agency at a minimush, with specific IT
Securify Plans for critical svstems in compliance with this State [T Security Policy and -
requirements identifiad in 2zsaciated State level IT Secagity Standards.

B, IT Sscurity Plans must be approvad by the Depariment Head and reviewed by rhe State [T
Security Committee as resourees permis. The State [T Security Comimittee shall respond
with comments sod recommendations indicating whether the pian meets the mindmum
requirerments of the State Security Policy and Starddards. The [T Secarins Committee Chair
will provide secure storage for the plans.

C. ¥T Security Plans shalt he developed based on the risks identified through a security risk
analysis and the requirements far the specific IT processing envirommen.

CIv o The IT Secvrify Plan shall consist of specific policids, standards and procedures on the
major security categories Lo include, But nat limited to: '
- Security Manageroent
e Security Awareness Traiing
v o Personnel Securiy
e Diata and Apphications Security
¢ Boftware Security '
© - Comeronications Security
»  Physical Security and Environmental Controls

E. - The IT Security Plar shall be desigoed to respiond to risks, thezats and technology changes
that smay affect the department, the State or critical systems.

F. 1T Secority Plans shall be reviewed and updated at least biennially or when major chia
cecur t the operating o phyvsical environment, infoemation techrology and implemeniation
of a mager software application. The Swate [T Securicy Commuties must revies revised
plans.

G, - Agency internal reviews of compliance to the 1T Secarity Plan shall be conducted and
documented at least annuathe.

7.0 DEFINITIONS: |
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For the furpose of fhe 1T security policy and subsequent standards and guidelines, thie definition and the
" use of the term “agency™ shall be defined te be the department.

If the Departrment Director chooses to defegate 1T Secarity responsibilities to a division, bureat, baard or”
comimizsicn, the term “agency”, as wsed in these docwments shail then be defined as applving to those

organizational writs,

%0 EXCEPTIONS/OTHER ISSUES

Exception to the reguirerents of this IT Security Péaliey must be documented, provided to and approved by
~ toe T Security Committes 2ad the Chief Infermaton Officer {CI0}
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10°  PURPOSE

2.0

4.0

6.0

EFFECTIVE DATES

- Th1s standard provides for the basic security of I[EEE standard ED‘? 11 wireless devices and methods used to . -

establish data connections.

SCOPE

~ This standard apphes to D(}IT and aH state agencies that use DolT for data connections for the deplmmrant o
_ of wireless network equipment, to inchude access points, bridges, and their wireless clients,

. The ::requi'ré.m-ants of this procedure become effective imm-&diéﬁél}* after sign-off by the Dol T Iformation o
- Beeurity Officer (150), Chief [nformation Security Officer {CISC) and Director or designee. :

. RESPONSIBILITIES

It is the fespmsibiliw af Dol T manggement and the Dol T ISO to ensure this procedure is .im_plsmente’cﬁ and - .

- enforced.

It is the Dol T Network Administrator(s) responsibility to ensure compliance with this standard and

- coordination with sate agencies and security representatives to implement this standard.
RELATED DOCUMENTS/FORMS

. State 1T Sccur[t\ Standard, 4. 2, ]T Sc-.ur'hy Pf}]i’u‘r :
- State Data Communications and Remote Connections Standard, »1 62

STANDARD

A Al \%‘Ercless.'aquipme-'nt' witl meet 802118, bor g standards,

B.  All wireless communications shall be encrypted.

O A separate awdhientication, authorization ahd accounting process must take place prior to allowing
“authorized wireless access points, bridges. or clients unrestricted access to nodes i an internal wired -

actwork. The authorization database canmot reside on the gateway between the wired and the
Cwireless network and st reside within the wired network.

0.0 Agencies shall conduct & site survey that will inchude; at a minimum, a detailed map of access point

or bridge focations with expected service areas, channel assignments per functional area (if defined),
Cdocumentation of street address and building name, floor and room location and system contact
Cinformation,
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B, Agen-'ciié.s must coordinate with residents of any adjacent structure within the signal coverage area to

- ensure radio interference does not coour,
Default 881Ds ;siié'l] never be used, $SID$ shall not be broadeast.

- Abuse, interference or disruption of authorized communications or unauthorized interception of

WLAN traffic (see NES 205,473 to 205.583), by use of sniffers or intrusion programs, is strictly .

. forbidden. Authorized security staff is permitied to atilize these products and devices to audit and
- monitor their networks,

: E'q'ui'p'fnem must meet all applicable rules of regulatory agencies as established by both the Federal - -

Communications Commission {FCCT and Pubdic Thilittes Commission (PUCY Vendor equipment is

-generally marked as certified for Wikt use.

" Whenever possible, dccess points and bridges shall be comected to protécted ports on a Local Area

“Network {LANY switch or router using port security based on MAC addressing,

e

Wirgless access points and bridges must Be named as follows:

Wireless access points and clients shall be powered off when not in use. Wiretess bridges should -

* remain open at atl times,

. Wireless access points and bridges must use secure administrative access methods.

17 - 802.11% or
) WPALor
"3} ”EPSEC client VPN xﬂ".ith extended authenticaton, or -

41 PRI with certificatz solution, -

Agencies must document the folloiwing for use of wircless technologies:

(=
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1J - Budget Code, followed by;
2y Location Code - a whole number defined by the sysadmin, folloveed by,

3 . T‘cpe af service code — a whole number defined by the svstem admin

© 4y Location code and service codes will be documented for reference,

B EXCEPTIO#S‘.-‘GTHER ISSUES

802.11a — An IEEE specification for wireless networking in the 5GHz ﬁequenc» range with a maximuom

‘34hIhps data transfer rate. The 802.1 Tz specification also includes Cuality of Service (QoS) technelogy to
_protect voice and multimedia data.

802, llh — International standard networking technology for LAN wireless 1mplementatmn that revised

80211 to increase transmission speeds to 11Mbps,

802, 11g - §02.11g will broaden 802.11b’s data rates to 54Mbps within the 2.4 GHz band using Drthecruna!

- frequency division multiplexing (OFDGM),
802114 — 802,111 is the IEEE standard for sechridy it a wireless tocal aren network.

" Aicess Point (AP} — Wireless LAN transmitterireceiver that acts as a connection between wireless clients. ~ -

and wired networks.

- PK] - Short for public key mfraatrucmre a systami of digital certificates, Certificate Authorities, and other

registration authorities that verify and authenticate the validity of each party involved in an Inferpat

Aransaction. PKls are currently evolving and there is no smgle PRI or even a single agreed-upon standard
“for setting up a PRI However, nearly evervone agrees that reliable PREs are necessary before electronic :
O eommerce can become widespread, s

SSID - Short for service set identifier, a 32 -character e identifierattached to the header of packets

- Csent over 3 WLAN that acts as a password when a mobile device tries to connect.

VPN (Virtual Private Network) — 4 private data network that uses public telecommunications

infrastructure while preserving privacy by using a tunneling protocol and other security measures. Usinga
WPM conaists of encrypting information before sending it through the public network and then decrvpting it

at the other end. Companies have recently begun to consider using VPN to fulfill both their lntranet and
Extranzt needs.
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Wireless - For the purpose of this standard, the IEE 802 1 1x standards,

WPA (Wi FI Protected Access) — A specification of standards-based, mtemperable secutity .
. gnhancements that strongly increase the level of data protection and access control for existing and fulure
wireless LAN systems. Designed to run on existing hardware as a software upgrade, Wi-Fi- Protected

" Access is derived from and will be forward compatible with the upcoming 1EEE 802,111 standard.

o it Skgnature _
.D.n.ﬂ; Enfﬂrmaﬁon Sﬂc'uriiy.ﬂfﬁcer (180) . Signature on File | 1431705
Chief Inﬂirrmation Seeurity Officer {CISOY) Signature on File V3RS
DnIT.Di.leét.ur - Signature on File 22305 _

Revi - Trate Change
(A 82703 | Initial Release
By 818/04 | Total Revisiom of Wireless standards
415 1430605 Clarification of internal network
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Eééc&fdnﬁc.ﬁaymemﬁs ‘and payment by check must include the State's Document number, the billing- claim
number and the period of service {e.g. July, August, or September). Additionally, checks must be made out
to {and sent to) the State of Nevada, Department of Information Technology, 400 W, King St Suite 300,
Caa’sr&h City, Nevada, 80703-4204. Payments must be received by the State no later than the thirtieth
{30th} daﬁ_foiitnwing the billed monthly. o



