CARSON CITY CONSOLIDATED MUNICIPALITY
NOTICE OF MEETING OF THE
AUDIT COMMITTEE

Day: Tuesday

Date: January 24, 2023

Time: Beginning at 1:30 pm

Location: Community Center, Robert 'Bob’ Crowell Board Room

851 East William Street
Carson City, Nevada

AGENDA
NOTICE TO THE PUBLIC:

* Members of the public who wish only to view the meeting but do NOT plan to make public
comment may watch the livestream of the Audit Committee meeting at www.carson.org/granicus
and by clicking on “In progress” next to the meeting date, or by tuning in to cable channel 191.
Livestream of the meeting is provided solely as a courtesy and convenience to the public. Carson
City does not give any assurance or guarantee that the livestream or cable channel access will be
reliable. Although all reasonable efforts will be made to provide livestream, unanticipated
technical difficulties beyond the control of City staff may delay, interrupt, or render unavailable
continuous livestream capability.

* The public may provide public comment in advance of a meeting by written submission to the
following email address: publiccomment@carson.org. For inclusion or reference in the minutes of
the meeting, your public comment must include your full name and be submitted via email by not
later than 3:00 p.m. the day before the meeting. Public comment during a meeting is limited to
three minutes for each speaker.

1. Call to Order

2. Roll Call

3. Public Comments and Discussion:

The public is invited at this time to comment on and discuss any topic that is relevant to, or within the
authority of, the Carson City Audit Committee. In order for members of the public to participate in the
Committee’s consideration of an agenda item, the Committee strongly encourages members of the public
to comment on an agenda item during the item itself. No action may be taken on a matter raised under
public comment unless the item has been specifically included on the agenda as an item upon which
action may be taken.

4. For Possible Action: Approval of Minutes - September 13, 2022

5. For Possible Action: Adoption of Agenda

6. Meeting Items

Audit Committee Page 1 January 24, 2023



6.A Election of the Chair and Vice Chair for the Audit Committee for Calendar Year 2023.

Staff Summary: Current Chair Stephen Ferguson will introduce the item and take nominations
for Chair and Vice Chair for Calendar Year 2023.

6.B For Possible Action: Discussion and possible action regarding the Review of the Utility
Billing Process, findings and recommendations. (Sheri Russell-Benabou, srussell@carson.org)

Staff Summary: The Review of the Utility Billing Process was approved to be performed by the
Carson City Internal Auditor, Eide Bailly, LLP, for the Fiscal Year (“FY”) 2023 Audit Work
Program. The project was completed, and the briefing will address internal audit findings,
recommendations, and staff response(s).

6.C For Possible Action: Discussion and possible action regarding the monitoring, review and
closure of internal audit findings and/or recommendations included in the Audit Findings
Tracking Report and providing a recommendation to the Board of Supervisors to close completed
findings and/or recommendations. (Sheri Russell-Benabou, SRussell@carson.org)

Staff Summary: Staff will discuss the monitoring, review, and closure of the previous internal
auditor findings and/or recommendations included in the Audit Findings Tracking Report.

6.D For Possible Action: Discussion and possible action regarding the review of agreed upon
procedures suggested by Eide Bailly, LLP regarding the Grants Compliance Audit selected for
the FY 2023 Audit Work Program. (Sheri Russell-Benabou, SRussell@carson.org)

Staff Summary: Representatives from Eide Bailly, LLP will be discussing and taking direction
from the Audit Committee regarding the Grants Compliance Audit agreed upon procedures to be
performed.

6.E For Presentation Only: Discussion regarding FY 2023 Audit Work Program update and
Hotline activity. (Sheri Russell-Benabou, SRussell@Carson.org)

Staff Summary: Representatives from Eide Bailey, LLP will be discussing the progress of the
FY 2023 Audit Work Program as well as any items received through the Fraud, Waste & Abuse
Hotline.

6.F For Discussion Only: Discussion regarding dates for the next meeting of the Audit
Committee.

7. Public Comment:
The public is invited at this time to comment on any matter that is not specifically included on the agenda
as an action item. No action may be taken on a matter raised under this item of the agenda.

8. For Possible Action: To Adjourn
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Agenda Management Notice - Items on the agenda may be taken out of order; the public body may
combine two or more agenda items for consideration; and the public body may remove an item from the
agenda or delay discussion relating to an item on the agenda at any time.

Titles of agenda items are intended to identify specific matters. If you desire detailed information
concerning any subject matter itemized within this agenda, you are encouraged to call the responsible
agency or the Finance Department. You are encouraged to attend this meeting and participate by
commenting on any agendized item.

Notice to persons with disabilities: Members of the public who are disabled and require special assistance
or accommodations at the meeting are requested to notify the Finance Department in writing at 201
North Carson Street Ste 3, Carson City, NV, 89701, or by calling (775) 887-2133 at least 24 hours in
advance.

To request a copy of the supporting materials for this meeting contact Eva Simmons at
esimmons@carson.org or call (775) 887-2133.

This agenda and backup information are available on the City’s website at www.carson.org, and at the
Finance Office - City Hall, 201 N. Carson Street, Ste 3, Carson City, Nevada (775) 887-2133.

This notice has been posted at the following locations:

WWW.Carson.org
http://notice.nv.gov
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CARSON CITY AUDIT COMMITTEE (AC)
Draft Minutes of the July 12, 2022 Meeting
Page 1

A regular meeting of the Carson City Audit Committee was scheduled for 1:30 p.m. on Tuesday, July 12, 2022
in the Community Center Robert “Bob” Crowell Board Room, 851 East William Street, Carson City, Nevada.

PRESENT: Chairperson Stephen Ferguson

Member Bonnie Duke

Member Lisa Schuette

Member James Wells
STAFF: Sheri Russell, Chief Financial Officer

Hope Sullivan, Community Development Director

Mihaela Neagos, Deputy District Attorney

Danielle Howard, Public Meetings Clerk
NOTE: A recording of these proceedings, the committee’s agenda materials, and any written comments or
documentation provided to the Clerk, during the meeting, are part of the public record. These materials are
available for review, in the Clerk’s Office, during regular business hours.

1-2. CALL TO ORDER AND ROLL CALL

(1:31:21) — Chairperson Ferguson called the meeting to order at 1:31 p.m. Roll was called, and a quorum was
present.

3. PUBLIC COMMENT:

(1:31:39) — Chairperson Ferguson entertained public comments; however, none were forthcoming.

4, FOR POSSIBLE ACTION: APPROVAL OF MINUTES — MARCH 8, 2022

(1:33:28) — Chairperson Ferguson introduced the item and entertained comments, questions, and a motion.

(1:33:51) - MOTION: Member Wells moved to approve the March 8, 2022 meeting minutes as modified.
Member Schuette seconded the motion. The motion carried 4-0-0.

S. FOR POSSIBLE ACTION: ADOPTION OF AGENDA

(1:34:39) — Chairperson Ferguson entertained comments or changes to the agenda; however, none were
forthcoming.

(1:34:50) — MOTION: Member Schuette moved to adopt the agenda as presented. Member Wells
seconded the motion. The motion carried 4-0-0.

6. MEETING ITEMS

6.A FOR POSSIBLE ACTION: DISCUSSION AND POSSIBLE ACTION REGARDING A
RECOMMENDATION TO THE BOARD OF SUPERVISORS ON THE APPROVAL OF THE REVIEW
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AND SELECTION COMMITTEE’S RECOMMENDATION FOR CONTRACT AWARD TO EIDE
BAILLY, LLP FOR CARSON CITY INTERNAL AUDIT SERVICES FOR A NOT TO EXCEED
AMOUNT OF $110,000 ANNUALLY RETROACTIVELY FROM JULY 1, 2022 THROUGH JUNE 30,
2025 WITH TWO (2) ONE-YEAR OPTIONS TO RENEW.

(1:35:06) — Chairperson Ferguson introduced the item. Ms. Russell referenced the Staff Report and the
accompanying attachments, all of which are incorporated into the record. Chairperson entertained clarifying
questions, none of which were forthcoming, and a motion.

(1:38:02) — MOTION: Member Wells moved to recommend that the Board of Supervisors approve the
contract with Eide Bailly, LLP for Internal Audit Services through June 30, 2025 with two one-year options
to renew. Member Duke seconded the motion. The motion carried 4-0-0.

6.B FOR POSSIBLE ACTION: DISCUSSION AND POSSIBLE ACTION REGARDING THE
MONITORING, REVIEW AND CLOSURE OF INTERNAL AUDIT FINDINGS AND/OR
RECOMMENDATIONS INCLUDED IN THE AUDIT FINDINGS TRACKING REPORT AND
PROVIDING A RECOMMENDATION TO THE BOARD OF SUPERVISORS TO CLOSE
COMPLETED FINDINGS AND/OR RECOMMENDATIONS.

(1:38:25) — Chairperson Ferguson introduced the item. Ms. Russell referenced the Staff Report and the Audit
Findings Tracking Report, both of which are incorporated into the record. She also responded to clarifying
questions.

(1:41:43) - MOTION: Member Wells moved for the Board of Supervisors to close Social Media Study Item
#13 and IT Vulnerability Audit Items #1 through #10. Member Schuette seconded the motion. The
motion carried 4-0-0.

6.C FOR POSSIBLE ACTION: DISCUSSION AND POSSIBLE ACTION REGARDING THE
RETEST OF THE INTERNAL VULNERABILITY ASSESSMENT AND EXTERNAL PENETRATION
INITIALLY PERFORMED ON OCTOBER 30, 2020, AND ANY ADDITIONAL
RECOMMENDATIONS NOTED.

(1:42:21) — Chairperson Ferguson introduced the item. Eide Bailly Manager of Cybersecurity Business
Development Alex Brown referenced the Retest of the Internal Vulnerability Assessment and External
Penetration Summary Report, which is incorporated into the record. He and Ms. Russell also responded to
clarifying questions. Based on Member Wells’ input regarding the Report, Ms. Russell proposed that Eide Bailly
revise the Report to add generic findings so Staff have items identified for closure, and she could write those
items on the Findings Tracking Report for approval during the next AC meeting.

(1:51:52) — Eide Bailly Lead Partner Kim Higgins suggested an executive session for the AC to review the details
that were not outlined in the report. Ms. Neagos stated that the there are sometimes closed meetings for
discussing items within a confidential capacity; however, she would also need to research how to announce a
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closed session so that the meeting is open to the public while some information remains confidential.
Chairperson Ferguson and Member Wells were in favor of a closed session. No formal action was taken on this
item.

6.0 FOR POSSIBLE ACTION: DISCUSSION AND POSSIBLE ACTION REGARDING THE
COMMUNITY DEVELOPMENT DEPARTMENT INTERNAL AUDIT AND RECOMMENDATIONS.

(1:56:36) — Chairperson Ferguson introduced the item. Eide Bailly Senior Manager Audrey Donovan referenced
the Staff Report and the Community Development Department internal audit report, both of which are
incorporated into the record. She and Ms. Sullivan also responded to clarifying questions.

(2:04:00) — Ms. Sullivan clarified that the Carson City Building Division began using EnerGov in November
2019, and she provided Ms. Donovan and her team with the issues pertaining to the EnerGov system over a year
ago. She stated that she and Ms. Donovan’s team had discovered that the city of Henderson used EnerGov for
business licenses and had experienced much of what Building Division was experiencing in terms of “the labor
intensiveness” of the system. Additionally, the city of Henderson instructed a third party to prepare a report to
analyze the EnerGov system for its business license system, and based on that report, Ms. Sullivan contacted
approximately five other communities in Nevada and elsewhere that were using EnerGov for business licenses,
all of which were experiencing the same issues that the Building Division was experiencing with EnerGov. Ms.
Sullivan indicated that the report for the city of Henderson validated that the Building Division was not dealing
with a user error issue, and Building Division Staff’s experience was that they were not able to get the support
they needed from the EnerGov company. She was working with the IT Department to identify consultants who
are familiar with the EnerGov system, and she stated that “what we found with some of the computer systems is
somebody becomes a[n] expert on it, and they leave the company and hang out their own shingles so the people
who are at the company who are new are not as experienced with the software.” She indicated that Building
Division Staff were also trying to identify vendors, one of which is a vendor that the city of Henderson was using
for EnerGov, and she asked for every division or department that was using EnerGov to articulate the challenges
with the system and the objective changes needed to make the system work. Ms. Sullivan was also able to
identify some funds for the consultant. She also believed that a lot of what “drove decision making on these
systems” was the compatibility with the Tyler Munis system, and because that compatibility is important, the
Building Division wished to give the EnerGov system a chance to be successful. Member Wells was concerned
about hiring a consultant as opposed to finding another alternative due to other jurisdictions having the same
problem with EnerGov, and he inquired about whether the problem was fixable.

(5:53:09) — Chairperson Ferguson entertained a motion.

(2:53:15) — MOTION: Member Schuette moved to approve the Community Development Department
internal audit report and direct Staff to work on the recommendations as discussed. Member Duke
seconded the motion. The motion carried 4-0-0.

6.E FOR POSSIBLE ACTION: DISCUSSION AND POSSIBLE ACTION TO IDENTIFY,
DISCUSS, AND PROVIDE RECOMMENDATIONS TO THE BOARD OF SUPERVISORS ON
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PROJECTS TO BEPERFORMED BY THE INTERNAL AUDITOR FOR THE PERIOD ENDING JUNE
30, 2023.

(2:54:34) — Chairperson Ferguson introduced the item. Ms. Russell referenced the Staff Report and the Citywide
Risk Assessment and Annual Audit Plan for fiscal year (FY) 2023, both of which are incorporated into the record.
She and Ms. Donovan also responded to clarifying questions. Based on discussion regarding body worn video
recording equipment, Chairperson Ferguson believed it would be worthwhile to complete a risk assessment, and
Ms. Donovan suggested including an understanding of how body camera footage is processed and the type of
data that is being stored as well as whether there is a policy and a process to dictate what is stored “and for how
long and where.” Member Wells added that Nevada Revised Statute (NRS) 289.830 requires all jurisdictions to
devise policies and a list of items that must be included in a policy for body worn video recording equipment, and
the footage must be kept for at least 15 days. He believed that the risk assessment needed to start by evaluating
the policies and if there were wide discrepancies in the policies between the different units of the City that were
using the body worn video recording equipment.

(3:19:59) — In response to Ms. Russell’s question, the Members agreed with tabling the rest of the Budget until
the risk assessment had been completed.

(3:21:15) — MOTION: Member Wells moved to recommend to the Board of Supervisors approval of the
2022/2023 Audit Program with the revision of the body worn video recording equipment to be an initial
40-hour risk assessment, with any of the remaining hours to be allocated on conclusion of the risk
assessment. Member Schuette seconded the motion. The motion carried 4-0-0.

6.F FOR POSSIBLE ACTION: DISCUSSION AND POSSIBLE ACTION REGARDING THE
REVIEW OF AGREED UPON PROCEDURES SUGGESTED BY EIDE BAILLY REGARDING
UTILITY BILLING, IF SELECTED FOR THE FISCAL YEAR 2023 AUDIT WORK PROGRAM.

(3:21:17) — Chairperson Ferguson introduced the item and entertain Member comments on the Utility Billing,
which is incorporated into the record. Member Wells commented that the website for utility billing was “very
vague,” and it was difficult to tell how much it costed to pay the utility bill online. He stated that he called in
regards to the website and discovered that there was a 2.45 percent fee when using debit card or credit card to pay
the utility bill online, and he wished to review the cost of accepting debit card and credit card transactions versus
the cost of processing checks and cash, as he believed there were more costs that are associated with processing
checks and cash. Ms. Donovan pointed out that the rationale for using credit card and assuming the additional
fees helped mitigate the risk of cash being misappropriated or checks not clearing, and credit cards “come with a
degree of assurance that, even if it’s fraud, the City will receive the full amount ... charged to that credit card.”

(3:30:47) — Chairperson Ferguson entertained a motion.

(3:30:58) — MOTION: Member Wells moved to direct Eide Bailly and Staff to proceed with the Utility
Billing agreed upon procedures as discussed on the record, including the addition of the costs related to
the acceptance of cash, checks, and credit cards as well as the review of FISH involvement in the URAP.
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Member Schuette seconded the motion. The motion carried 4-0-0.

6.G FORPRESENTATION ONLY: DISCUSSION REGARDING FISCAL YEAR 2022 AUDIT
WORK PROGRAM UPDATE AND HOTLINE ACTIVITY.

(3:31:33) — Chairperson Ferguson introduced the item. Ms. Donovan indicated that there was nothing to report
for the Fraud, Waste, and Abuse Hotline, as the three items reported to the Hotline did not having anything to do
with the City.

6.H FOR DISCUSSION ONLY: DISCUSSION REGARDING DATES FOR THE NEXT
MEETING OF THE AUDIT COMMITTEE.

(3:33:42) — Chairperson Ferguson introduced the item, and the Members agreed with the meeting date of
September 13, 2022 at 1:30 p.m.

7. PUBLIC COMMENT

(3:36:45) — Chairperson Ferguson entertained public comments; however, none were forthcoming.
8. FOR POSSIBLE ACTION: TO ADJOURN

(3:37:02) — Chairperson Ferguson adjourned the meeting at 3:37 p.m.

The Minutes of the July 12, 2022 Carson City Audit Committee meeting are so approved this day 13" of
September 2022.



Agenda ltem No:6.A

Audit Committee Agenda ltem Report
Meeting Date: January 24, 2023

Submitted by: Sheri Russell

Submitting Department: Finance

ltem Type: Formal Action / Motion

Agenda Section:

Subject:
Election of the Chair and Vice Chair for the Audit Committee for Calendar Year 2023.

Staff Summary: Current Chair Stephen Ferguson will introduce the item and take nominations for Chair and
Vice Chair for Calendar Year 2023.

Suggested Action:
I move to elect as Chair and as Vice Chair.

Attachments:



Agenda ltem No:6.B

Audit Committee Agenda ltem Report
Meeting Date: January 24, 2023

Submitted by: Sheri Russell

Submitting Department: Finance

ltem Type: Formal Action / Motion

Agenda Section:

Subject:
For Possible Action: Discussion and possible action regarding the Review of the Utility Billing Process, findings
and recommendations. (Sheri Russell-Benabou, srussell@carson.org)

Staff Summary: The Review of the Utility Billing Process was approved to be performed by the Carson City
Internal Auditor, Eide Bailly, LLP, for the Fiscal Year 2023 Audit Work Program. The project was completed,
and the briefing will address internal audit findings, recommendations, and staff response(s).

Suggested Action:
I move to approve the report and direct staff to work on the recommendations as discussed. (and to continue
with detailed audit procedures.)

Attachments:
SR - Utility Billing Internal Audit Report.docx

Utility Billing Internal Audit Report - Final Report.pdf
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https://legistarweb-production.s3.amazonaws.com/uploads/attachment/pdf/1747379/SR_-_Utility_Billing_Internal_Audit_Report.pdf
https://legistarweb-production.s3.amazonaws.com/uploads/attachment/pdf/1748972/Utility_Billing_Internal_Audit_Report_-_Final_Report.pdf
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Report To: Audit Committee Meeting Date: January 24, 2023
Staff Contact: Audrey Donovan, Senior Manager, Eide Bailly, LLP

Agenda Title: For Possible Action: Discussion and possible action regarding the Review of the Utility Billing
Process, findings and recommendations. (Sheri Russell-Benabou, srussell@carson.org)

Staff Summary: The Review of the Utility Billing Process was approved to be performed by the Carson City
Internal Auditor, Eide Bailly, LLP, for the Fiscal Year 2023 Audit Work Program. The project was completed,
and the briefing will address internal audit findings, recommendations, and staff response(s).

Agenda Action: Formal Action/Motion Time Requested: 20 minutes

Proposed Motion
I move to approve the report and direct staff to work on the recommendations as discussed. (and to continue

with detailed audit procedures.)

Board'’s Strategic Goal
Efficient Government

Previous Action
N/A

Background/Issues & Analysis

According to Carson City Municipal Code 2.14.040 the Audit Committee will review and make
recommendations to the Board of Supervisors regarding the annual financial audit, performance,
compliance, and efficiency audits, including specific issues of concern providing a higher level of
accountability over the use of public funds and the adequacy of any city department or office
performance measure for internal audit purposes.

Applicable Statute, Code, Policy, Rule or Regulation
Carson City Charter Article 3 Section 3.075, CCMC 2.14.040

Financial Information
Is there afiscal impact? [] Yes [X No

Is it currently budgeted? [ Yes [X] No

Alternatives
Do not approve or provide alternative direction to internal auditors or staff.

Final Version: 12/04/15
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Board Action Taken:
Motion:

(Vote Recorded By)

Staff Report

1)
2)

Aye/Nay

Page 2
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Review of the Utility Billing Process

December 2022

CARSON CITY
UTILITY BILLING
DIVISION

Submitted By:
Eide Bailly LLP

Audrey Donovan, CIA, CGAP, CRMA
Senior Manager, Risk Advisory Services

Douglas Sluyk, CIA, CISA
Manager, Risk Advisory Services

Catherine Villamar
Associate, Risk Advisory Services

Scott Lee
Associate, Risk Advisory Services

eidebailly.com

EideBailly.
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CARSON CITY: UTILITY BILLING DIVISON

Executive Summary

Eide Bailly LLP (“We”, “Our”, or “Us”) performed an Internal Audit of Carson City (“City”) Utility Billing Division to
evaluate associated process and controls. Our Internal Audit identified eight (8) findings. These findings provide
opportunities for improvement to enhance the existing processes, achieve efficiency and effectiveness, and
provide new ideas and opportunities to help address control gaps where necessary.

The City’s Public Works Department is comprised of multiple divisions including the Operations Divisions which
include streets, water, sewer, storm water, wastewater, environmental, and landfill. It also includes the
Engineering Division which oversees all capital projects, the Transportation Division which include public
transportation, and the Utility Billing Division.

We performed process walkthroughs with Public Works and Utility Billing personnel to gain an understanding of
the daily operations. The monthly billing process begins with Meter Technicians who drive assigned routes to
obtain meter reads, which are uploaded into the Tyler Munis (Munis) system. The Utility Billing Specialists are
responsible for reviewing any exceptions (misreads, no reads, high, low, or zero usage) and creating work orders
for investigation, validation, re-read or manual read if necessary. The Utility Billing Specialist completes the bill
run process by generating bills through Munis for usage which are sent to customers. Exhibit 1 provides an
overview of the Utility Billing process.

Exhibit 1
Overview of Utility Billing Process

Meter Technicians
read meters per
route

Meter Technicians
upload read data
from Badger Beacon
to Munis

Uttility Billing (UB)
Specialist starts
billing process and
generate Exception

Report

Are there UB Specialist UB Specialist sends
exceptions (serious G 2 completes bill run bills out to
efror, no reads)? process customers

Customer pays bill

Meter Technician
completes work
order

UB Specialist creates
work order

Source: EB created process flowchart of Utility Billing Process
We greatly appreciate and thank the input of the City’s Public Works Department, specifically the Department

Business Manager, the Utility Billing Division and the Meter Division who contributed to enhancing our
understanding of the utility billing process.
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CARSON CITY: UTILITY BILLING DIVISON

Background Information

The Public Works Department is responsible for providing water, sewer and stormwater services to the City’s
approximately 19,000 utility customers?. See Exhibit 2 for breakdown of services provided to the City’s utility
customers. Utility billing activities are managed by the Utility Billing Division with meter reads managed by the
Meter Division under the Water Division. Utility bills consist of usage charges based on metered usage, and
water/sewer/stormwater base charges.

Exhibit 2
Breakdown of Utility Billing Customer Accounts

UTILITY ACCOUNT SUMMARY
Water, Sewer, & Stormwater 15,645
Water & Sewer 891
Water & Stormwater 990
Sewer & Stormwater 230
Water Only 863
Sewer Only 268
Stormwater Only 128
Total 19,015

Source: EB created from the City’s Consumption Report, Utilities-Sewer Report, and Utilities-Stormwater Report

Utility Billing operates as an enterprise fund with primary source of revenue from utility rate charges. Water
revenue in FY2022 was $16,801,538 and $6,151,723 in the first quarter of FY2023. The average water usage

during the audit period is approximately 300,000 gallons per month peaking during the warmer months of May
through October.

Exhibit 3
Monthly Revenue and Water Usage

Revenue
July 2021 - September 2022

$2,500,000
$2,000,000

$1,500,000
$1,000,000
= pLbLLeLeelLl
S_
VoAV

B Revenue M Gallons

Source: EB created revenue chart and usage from Water Revenue Report

1 Number of customers as of September 2022.
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CARSON CITY: UTILITY BILLING DIVISON

In August 2021, the Utility Billing Division went live with the Munis system keeping them on par with the rest of
the other departments in the City. The migration did not result in widespread service interruptions to
customers, but it has presented the Utility Billing Division with challenges and opportunities for improvement in
generating customers utility bills. While some of the challenges have been resolved, some have continued in one
form or another.

In May 2022, Munis underwent a system upgrade from the 2018 to the 2021 module. The upgrade was
expected to resolve any remaining system issues; however, it has presented new challenges to the Utility Billing
Division and its customers.

Key Systems:
e Tyler Munis — The City’s Finance Accounting and Reporting System, also utilized by the City to manage
utility billing processes
e Badger Beacon — The City’s automated meter reading software

Objective & Scope

The objective of our internal audit was to assess the current state of operational efficiency and effectiveness
with the new utility billing program related to the following activities: billing, pricing structure, refunds,
discounts, adjustments and customer outreach. Additionally, to identify opportunities for improving utility
billing controls, including recommendations for addressing control gaps and ineffective control design or
operation. Lastly, to determine whether improvements planned by management are sufficient to address issues,
where applicable.

The scope of the engagement was for the period of August 1, 2021, through assessment completion date of
September 30, 2022.

We conducted this audit in accordance with the International Standards for the Professional Practice of Internal
Auditing. Those standards require that we plan and perform the audit to obtain sufficient and appropriate
evidence to provide a reasonable basis for our findings and conclusions based on our audit objectives. We
believe that the evidence obtained provides a reasonable basis for our findings and conclusions based on our
audit objectives. Our work was limited to those areas specified in the "Audit Objective, Scope, and
Methodology" sections of this report.

Methodology

Based on the above objectives, we performed procedures including but not limited to the following:
1. Obtained and reviewed policies and procedures (P&Ps), workflows, financial reports, monitoring
reports and staffing related to the utility billing processes for Water, Sewer, and Storm Water.

2. Performed walkthroughs and conducted 15 interviews with personnel from Utility Billing, Public
Works, Information Technology, Treasurer, Finance, and the District Attorney’s Office.

CITY PERSONNEL INTERVIEWED:

e Karen Leet — Public Works Department Business Manager
e Tonya Petri — Utility Billing Specialist

e Courttney Nicholas — Public Works Fiscal Analyst

e Darren Schulz — Public Works Director

e Edmund Quaglieri — Water Utility Manager

e Tom Grundy — Water Operations Supervisor

5|Page

17



10.

11.

12.

CARSON CITY: UTILITY BILLING DIVISON

e Shadow Kelly — Water Meter Technician

e Charlie DeWitt — Water Meter Technician

e Sheri Russell — Chief Financial Officer

e Andrew Rasor — City Treasurer

e Beth Huck — Chief Deputy Treasurer

e Frank Abella — Information Technology Director

e  Michael Swanson — IT System Administrator

e Dan Yu — Assistant District Attorney

e Adam Tully — Deputy District Attorney

Reviewed the City Ordinance and information on the City’s website regarding rates and customer
classifications (e.g., commercial and residential).

Performed sample testing for completeness and accuracy of new accounts, customer billing, and billing
adjustments, based on AICPA statistical sample methodology.

o We tested a sample of 25 out of 188 new accounts for the audit time frame. We reviewed work
orders related to account creation, verified start dates, and all required fields to ensure new
accounts are opened accurately and account information is complete and accurate.

e Random sampling of population of just over 19,000 accounts. Based on a 95% confidence level
and 5% margin of error, we sampled 93 samples. We verified billing, customer and account
information, timing, services billed, and base rates charged to the customers for completeness
and accuracy.

e We recalculated usage charges based on customer’s consumption and authorized rates per the
City’s rate schedule for completeness and accuracy.

e We tested a sample of 30 out of 521 adjustments and verified for accuracy of calculation, proper
approval and adequate supporting documentation.

Verified systems and inputs into the Munis Billing Module for completeness and accuracy. We reconciled
meter data uploaded by Meter Technicians to Munis to the actual data in the Utility Billing’s
Consumption Report.

Reviewed usage on vacant accounts (inactive accounts) and associated processes and controls for
detecting vacant accounts in a timely manner.

Reviewed proper support and timeliness of service disconnections.

Reviewed billing system data for anomalies (e.g., zero consumption) and performed follow up on noted
anomalies.

Determined whether supervisors undertake a periodic review of accounts receivable balances and
amounts due are actually being collected on a timely basis.

Determined whether penalties and interest are assessed where allowable by law on delinquent accounts
or late payments.

Verified proper cash handling practices, such as restrictive endorsements are made on incoming checks,
where applicable.

Verified proper safeguarding of customer information.
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13. Verified segregation of duties is appropriate and in alignment with individual user roles and
responsibilities:

O

O

o O O O

Billing responsibilities are segregated from those for collection and general ledger posting.
Independent oversight, control, and accounting of cash handling responsibilities.

Adjustments (voids and refunds) are approved and documented by someone other than the
person who made them.

Billing invoices are independently verified for accuracy.
Controls are in place to prevent unauthorized interception or alteration of billing invoices.
Billing disputes are handled by staff who are independent of receivables record keeping.

Senior staff reviews collection functions, including approving write-offs or reductions of
receivables prepared by a separate individual.

14. Performed data analytics to review the frequency, reason, approval, and trends of customer
refunds/write-offs.

15. Assessed credit card fees charged to customers paying their utility bills.

7|Page
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Testing Results and Conclusion

Based on the procedures performed during this assessment, we identified areas where the Utility Billing Division
could benefit from operational efficiency. While the Division appears to have overcome a number of challenges
related to system migration and is functioning at a reasonable level, we noted opportunities for improvement
that need to be addressed.

The Division appears to have well-designed internal controls for efficient and effective operations. As indicated
earlier in the Background section. Details behind the challenges referenced here are presented in the Findings
section of the report below. We provided eight (8) recommendations to address the findings noted.

We greatly appreciate and thank the input of all individuals who contributed to enhancing our understanding of
the City’s Utility Billing process as well as helping us identify opportunities for improvement. We believe that
addressing and resolving the findings and recommendations provided in this report would directly and positively
add value to the overall efficiency and effectiveness of the Utility Billing process.

FINDING #1: Tyler Munis System
Through interviews and walkthroughs, we learned of several challenges that the Utility Billing Division
encountered during the Tyler Munis migration and module upgrade earlier this year.

We noted a number of areas where opportunities for improvement are present. Although the division is
aware of these opportunities, they have not been fully remediated:

a) Utility Billing Specialists are not able to attach supporting information (i.e., forms, bills, adjustment
support, etc.) within Tyler Content Manager (TCM) for historical record of actions made on customer
accounts. We noted 12 out of 30 adjustments tested did not have any or all supporting documents
attached in Munis during our review and testing of account adjustments.

b) Customers are not able to see their tier levels of water usage for transparency of their monthly usage.

c) The system’s email functionality is not working properly. The system does not consistently send billing
emails to customers resulting in inefficiencies in the billing cycle.

RECOMMENDATION for Finding #1
The Utility Billing Division should continue tracking the occurrence of these issues and notify Tyler
Munis support to resolve the ongoing issues.

Management Response:

a) Utility Billing staff will verify and add attachments on all adjustments done prior to TCM functioning
properly by July 1, 2023.

b) Initial forms did not include tier breakdown due to Tyler Munis issues. This has been corrected as of
the drafting process of the report.

c) Utility Billing Department will continue performing ongoing testing within Tyler Munis. As revealed in
the response in Finding #8, there are several other nuances within the system that present challenges
which affect the customer’s ability to completely switch to an electronic billing and payment option.
Both the Utility Billing Division and the Treasurer’s Office are continually working with Tyler Munis
support to work on these challenges and provide a better customer experience.
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FINDING #2: Approval of Customer Adjustments

Customers contact the Utility Billing Division for adjustments to their utility bill due to various reasons such
as water leaks and potential billing errors. Utility Billing reviews the customer account history from the past
three years to determine average use as the basis for adjusted. Water consumption is recalculated at the
customer’s average tier level. Adjustments to customer accounts less than $S500 are processed by Utility
Billing Specialists in accordance with authorization levels established by the Public Works Director.
Adjustments in the amount of $501 - $1,999 require the approval of the appropriate Division Manager
(Water Utility Manager or Wastewater Utility Manager) and adjustments greater than $2,000 requires the
approval of the Public Works Director.

In our review of billing adjustments exceeding $2,000, we noted 16 of the 30 adjustments did not have
Public Works Director approval. Department management confirmed that the Director approval was not set
up in the Munis workflow at the time of the audit. The Director was made aware of these adjustments,
however, there was no formal evidence of the approval. This increases the risk of unauthorized adjustments
and increases the risk of loss of revenue to the City.

The total amount of adjustments credited to customers requiring Director approval during the time frame
of our review totaled $328,445, which is approximately 85% of the total amount credited to customers
during the audit period. See Exhibit 4 below. It is important to note that the 16 adjustments from our
review totaled $206,800, which is approximately 63% of the total adjustments. The Director approval has
since been added to the workflow in Munis in October 2022.

Exhibit 4
Adjustment Totals per Approval Level
Total Adjustment  Count Amount
$2000 and over 31| (328,445.38)
$500 - $1,999 30 (29,174.26)
Less than $500 460( (28,263.84)
Total 521| (385,883.48)

Source: EB Adjustments Analysis

RECOMMENDATION for Finding #2
We recommend follow-up be performed of the implemented workflow to confirm review of the
approvals for adjustments greater than $2,000 have the proper approval documented in Munis.

Management Response:
Director’s electronic approval of adjustments over 52,000 has been set up in Munis. The Director is
notified of adjustments over $2,000 via email and he approves the adjustment in Munis before it is
processed. Additionally, any adjustments over 52,000 made prior to October 2022 have the proper
documentation attached to the account file in TCM. This has been completed and is working as intended.
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FINDING #3: Customer with Multiple Billing Adjustments
During our review of the entire population of customer billing adjustments, eleven (11) customer accounts
had at least two recurring billing adjustments for the time frame under review. The total amount of these
adjustments was approximately $80,960. Additionally, various reason codes exist for billing adjustments
that are being used inconsistently leading to different interpretations. See Exhibit 5 for billing adjustment
codes. We noted that the Utility Billing Division does not have a process in place to review for recurring
adjustments, nor is there a policy around the frequency of processing customer billing adjustments.

Exhibit 5
Munis Reason Codes for Adjustments
Reason Code Summary Description Count Total Adj. Amount

ADJ For leak adjustments 205 (123,012.74)
CORR User's mistake correction 170 (61,741.60)
CLKERR Clerk error 84 (117,746.72)
METER Adjustment due to meter being faulty 12 (77,489.96)
LATE Late fee adjustment 8 (7.28)
WRTOFF Write off 5 (33.44)
LEAK For leak adjustments 37 (5,851.74)
MISC Miscellaneous adjustment 0 -

Total 521 (385,883.48)

Source: EB Adjustments Analysis

RECOMMENDATION for Finding #3
We recommend that the Division establish and document a Billing Adjustment policy and procedure that
includes reviewing for prior billing adjustments and establish guidelines on how many billing
adjustments should be granted to a customer over a given timeframe (i.e., 12 months). Additionally, the
City should require the customer provide proof that the problem has been resolved such as an invoice or
receipt for leak adjustments.

Lastly, we recommend developing and implementing a clear, formal guideline on use of the adjustment
reason codes, specifically the difference between ADJ and LEAK, CORR and CLKERR. A formal guideline
will help avoid different interpretations and inconsistencies with billing adjustments.

Management Response:
Historically, Public Works has allowed one adjustment “per incident” on a customer account, this does
allow a customer to receive more than one adjustment over any period of time. Various reason codes
exist in the system and early on, there were inconsistencies in their use.
The Public Works Director and the Department Business Manager will work together to establish
guidelines on number of adjustments to be given to any one customer over a given timeframe by March
1, 2023.
The customer must request on adjustment in writing and provide a receipt for repairs if available.
Oftentimes, the customer’s leak is fixed by the homeowner and there are no receipts to provide. An
adjustment is not given until such time the customer’s usage has returned to normal to reduce the need
for an additional attachment. This process is already in place.
The Department Business Manager will create an Adjustment Reason Code guideline to assist in choosing
the correct reason code for any adjustment given by March 1, 2023.
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FINDING #4: Water Meter Errors
In our review and discussions with the Water Division, we noted several instances of “No Read” errors on
customer accounts appearing in the system multiple times on a monthly basis. A “No Read” error in the
system could indicate a misread, a meter transponder that needs to be replaced, or a newly set up meter on
an account with no previous usage. When the system shows a “No Read” error, a work order is generated,
which prompts a Meter Technician to go out to the field to verify and correct the error. This results in
inefficiency when Meter Technicians go out repeatedly to the same location to investigate the error.

Currently the City is using Automated Meter Reading (AMR)? Technology which requires Meter Technicians
to be within proximity of the various meters by walking or driving around to customers locations to obtain a
meter reading. With the use of advanced technology, the City can significantly reduce or eliminate the need
for Meter Technicians driving to various customer locations.

RECOMMENDATION for Finding #4
We recommend that the City perform a cost benefit analysis to determine whether implementing an
Advanced Metering Infrastructure (AMI) system is more cost beneficial to the City then continuing to
use the AMR system that require follow-up by the Meter Technicians at the customers locations,
sometimes multiple times a month. An AMI system will remotely monitor water usage in real-time. It is
an integrated system of water meters, communication networks and data management systems that
enables two-way communication between meter endpoints and utilities. Unlike AMR, AMI doesn’t
require utility personnel to collect the data. Instead, the system automatically transmits the data
directly to the utility at predetermined intervals.?

Ultimately, cost is a major factor when considering an upgrade to AMI. New infrastructure may be
required, and a cost benefit analysis will help inform whether it is economically feasible for the City to
continue utilizing their current AMR technology or replacing it with an AMI system.

BENEFITS OF AMI:*

e Transmits real-time data for customers to monitor their usage.

e (Catches potential high consumption before the customer is billed.

e Improves billing and allows customer inquiries to be resolved with real-time data. When a
customer calls about a high-water bill, the representative can give a detailed description of their
water use.

e Reduction in water adjustments for water leaks through earlier leak detection. This enables
crews to be proactive with repairs before a small leak becomes a burst pipe.

e Decreased driving which could eliminate fuel consumption and reduce the number of vehicles in
the field for strictly meter repairs and the occasional reading.

e Detects non-communication issues, meter errors, and tampering.

2 The Meter Division uses Badger Beacon Automated Meter Reading (AMR) technology to collect usage data from water meters. AMR
meters transmit usage data through a wireless radio frequency signal. Meter Technicians download the routes from Munis to their
mobile device and drive around the City to obtain meter readings. At the time of the audit, there were approximately 74 locations waiting
for a new meter transponder from September 2022 alone. There is a delay in getting dead transponders replaced due to a setback in the
supply chain.

3 Source: https://www.badgermeter.com/blog/amr-vs-ami-whats-the-difference/

4 Source: https://envocore.com/blog/amr-vs-ami-and-when-to-utilize-each/
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Management Response:

Agree. A cost-benefit analysis will be performed and if a benefit can be realized, Public Works will
develop a timeline and cost of implementation. The Water Utility Manager will oversee this process and
get it completed by July 1, 2023.
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FINDING #5: Customer with Zero Water Consumption
We identified 152 accounts with no water consumption for at least the entire audit period or 14 consecutive
months. Total base charges for those accounts was approximately $96,451. Per discussion with the
Department Business Manager, base charges are continually billed to customers despite having no monthly
consumption, unless a formal termination of service is requested. Although base charges on accounts with
zero usage increases revenue, maintaining water meters for accounts that have no usage could potentially
be costing the City more than the revenue received.

Exhibit 6
Total Base Charges for Zero Consumption Accounts
Type Sum of EB Calculated Total
Commercial | $ 76,335.41
Residential | $ 20,116.42
Grand Total | $§ 96,451.83

Source: EB created from the City’s Consumption Report

RECOMMENDATION for Finding #5
We recommend the Utility Billing Division implement a policy and procedure to monitor and review
active accounts with zero consumption based on an established timeframe, such as 12 consecutive
months, to determine broken meters or accounts which should be terminated.

Additionally, we recommend that the Division perform a cost-benefit analysis to determine the cost of;
1) maintaining meters, 2) Meter Technician’s time in verifying and validating that the meters are
working, and 3) Utility Billing Specialist’s time in reviewing Zero Consumption reports, versus the base
customer charges received for zero consumption accounts.

Management Response:
Agree. The Department Business Manager will create policy and procedure for monitoring and the Fiscal
Analyst will perform a cost-benefit analysis by March 1, 2023.
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FINDING #6: Account Reconciliations

We noted that a reconciliation of customer activity for services provided by the City has not occurred since
the system migration to Munis. From Exhibit 7 below, we identified a total of 4,629 accounts® which are not
being billed for at least one utility service. While these may not be indicative of services not being billed or
billing errors, they do warrant further investigation as to why specific customers are not set up to be billed
for water, sewer, or stormwater services. The following are the results of our analysis of potential customers
who need further investigations:

e Number of customers billed for water and sewer, but not being billed for stormwater: 2,022
(Exhibit 7 below: 891 + 863 + 268)

e Number of customers billed for water and stormwater, but not being billed for sewer: 1,981
(Exhibit 7 below: 990 + 863 + 128)

e Number of customers receiving either sewer or stormwater, but not being billed for water: 626
(Exhibit 7 below: 230 + 268 + 128)

A reconciliation of customers activities would ensure that all water, sewer and stormwater fees are properly
billed, and all revenue is recognized that is owed to the City. Exhibit 7 shows the total number of customers
not receiving all utility services broken down by type of service received.

Exhibit 7
Number of Accounts Not Billed for At Least One Utility Service per Type of Service

Accounts not billed for at least one Utility Service

Account Summary Water | Sewer |Stormwater
Water & Sewer 891 w s
Water & Stormwater 990 w SW
Sewer & Stormwater 230 S SW
Water Only 863 w
Sewer Only 268 s
Stormwater Only 128 SwW

Source: EB created reconciliation of Water, Sewage, and Stormwater Account Reports

RECOMMENDATIONS for Finding #6
We recommend that the City perform a reconciliation of customer activities and perform further
investigation as to why specific customers are not set up to be billed for water, sewer, or stormwater
services. Additionally, the City should evaluate the ability to implement and leverage Geographic
Information System (GIS) mapping to assist with identifying utility services that are available at specific
locations and where specific services are not applicable.

Management Response:
Every property is different, and the standard water/sewer/stormwater service does not apply to every
account. Residential properties are treated differently than commercial properties and vacant lots are
different than developed lots. Properties on well and/or septic are different as well. That being said,
Carson city will hire an outside consultant to assist in the audit of the Utility Billing accounts. Completion
target date is August 1, 2023.

> Total number from bullet points above: 2,022 (customers not being billed for stormwater) + 1,981 (customers not being billed
for sewer) + 626 (customers not being billed for water)
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FINDING #7: Waste of Water Violation
We noted one instance of waste of water in April-June 2022 from a large, multinational corporation. The
customer was issued a verbal and written warning and charged a total of $150 in penalties and a $25
reconnection fee in addition to the water used. These penalties are inconsequential for most commercial

customers, where paying the fine is essentially cheaper than addressing the problem (i.e., fixing water leak).

Conserving water and reducing water waste is important for all, especially in Nevada where we are

experiencing drought over the past few years with 2022 being the 8™ driest year to date in the past 128
6

years.

Exhibit 8
Section 12.01.120 of the Municipal Code

12.01.120 Waste of water prohibited.

It is unlawful for anyone connected to the city water system to waste water. For the purpose of this section,
"waste" means any excessive usage which causes water to run into or along any street, alley, storm drainage
system, or into or upon another's property; provided nothing in this section shall be construed as to apply to the
accidental breaking of any hose, water pipe, or other irrigation device unless same is not abated within 2 hours
after personal notice of such break is given the person owning, controlling or maintaining the same or having any
pecuniary interest therein. If such breaks are not repaired or the water turned off within the specified time, it shall
be the duty of the utilities director or his/her designee to cause the water to be shut off, and it is unlawful for any
person to again turn on such water until proper repairs have been made. If personal notice is unable to be given,
the water shall be immediately shut off by the public works director or his/her designee and a notice shall be
placed on the front door stating the reason(s) for said shutoff. Each and every request for the water to be turned
on will require the payment of $25.00 which the city will add to the monthly bill.

Exception: Car washing by civic or philanthropic groups may receive written approval from the public
works director or his/her designee when it is determined that said usage will not be detrimental to the city's
water situation.

(Ord. 2008-8 § 7, 2008: Ord. 1959-14 § 5, 1999: Ord. 1991-12 § 8, 1991: Ord. 1987-18 § 1, 1987: Ord. 1982-8 § 2
(part), 1982).

Source: Carson City Municipal Code https://library.municode.com/nv/carson city/codes/code of ordinances

6 National Integrated Drought Information System (NIDIS) website
https://www.drought.gov/states/nevada#:~:text=people%20in%20Nevada%20are%?20affected,over%20the%20past%20128%2
Oyears
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Exhibit 9
Section 12.01.270 of the Municipal Code

12.01.270 Penalties.

Any person who violates any of the provisions of Sections 12.01.120, 12.01.130, 12.01.140 or 12.01.240 shall
be punished as follows:

As a condition of service:

1. For the first offense, issuance of a verbal warning;

For the second offense, issuance of a written warning;

For the third offense, a fee assessment of fifty dollars ($50.00);

For the fourth offense, a fee assessment of one hundred dollars ($100.00);

LU A

For the fifth offense and subsequent offenses, issuance of a misdemeanor citation with
punishment as provided for misdemeanor offenses as stated in Section 1.08.010.

Fee assessments shall be added to the responsible party's monthly utility bill. Responsible parties shall be
notified of the fee assessment through certified mail within seven (7) days of the observed violation. Protests shall
be handled as provided for in Section 12.01.120.

The Carson City sheriff's office, the Carson City department of public works and the Carson City fire
department shall be responsible for enforcing the provisions of Sections 12.01.120, 12.01.130, 12.01.140,
12.01.240 and 12.01.270. In any prosecution charging a waste of water as set forth in Section 12.01.120 or any
amendment thereof, the waste of water, together with proof that such waste originated at any residence or place
of business, shall constitute in evidence as prima facie presumption that the owner or occupant for the time being
of such residence or place of business was responsible for such waste.

(Ord. 2005-12 § 1, 2005: Ord. 1993-44 § 11, 1993: Ord. 1991-12 § 15, 1991: Ord. 1987-18 § 3, 1987: Ord. 1982-8 §
2 (part), 1982).

Source: Carson City Municipal Code https://library.municode.com/nv/carson city/codes/code of ordinances

RECOMMENDATION for Finding #7
We recommend that the City perform benchmarking of other municipalities waste of water violations
and penalties. Additionally, the City should consider adopting higher penalty amounts for waste of water
with additional details, such as specification and timelines for each violation level. Penalties impact
residential and commercial customers differently, therefore should have different penalties for
violation.

Management Response:
The Municipal Code must be reviewed and updated before new fees can be implemented. Public Works

Management will work in conjunction with the Deputy Attorney to review the Municipal Code and
propose changes to the Board of Supervisors by July 1, 2023.
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FINDING #8: Customer Billing — Print & Electronic Bill
We noted that opportunities exist to reduce costs by increasing the number of electronic billings and
decreasing the number of printed billings sent to customers. Approximately 92% of the City’s utility
customers are still receiving paper bills. That is over 17,000 invoices that the Utility Billing Division is mailing
out on a monthly basis. The cost of printing and mailing physical invoices is approximately $0.66 per invoice,
which equates to about $11,200 monthly and $134,400 annually. There is no cost for electronic utility bills
and the City charges the associated credit card fees to its customers. As a whole the City pays $6,300 a
month on average in credit card fees for electronic payments and this cost is shared with the customers.’

Exhibit 10
Utility Bill Delivery Method

Bill Delivery Method

m Print = Electronic = Both

Source: EB created from Utility Billing Customer Report

RECOMMENDATION for Finding #8
We recommend the City utilize various techniques and approaches to encourage customers to opt out
of paper bills (i.e., campaigns, incentives to entice customers to switch, such as a onetime credit).
Additionally, for those customers that are “both” print and electronic, Utility Billing should confirm the
billing method for these customers and stop sending print copies. Lastly, Utility Billing along with the
Treasurer should perform a cost benefit analysis on processing customer payments via credit card, check
or ACH. The analysis can be used to help inform whether the City should make a strategic decision to
support moving towards more credit card payments.

Management Response:

Opting out of paper bills — Carson City agrees that it would be more efficient and cost effective to send
out electronic bills but encouraging customers to sign up for electronic billing might be difficult, primarily
because of a) an older population or generation of customers who prefer to receive paper bills, and b)

7 EB reviewed the Journal Entries sent by the Treasurer’s Office to record credit card fees that the City pays to the credit card
company, however credit card fees that are charged to the customer are not tracked. The customer is charged a percentage of
this cost, but not exceeding the total amount charged to the City.
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current technical issues with Tyler Munis system that makes email functionality difficult as noted in
Finding #1. However, the Treasurer’s Office has posted a notice at its front counter asking customer to
consider what they would recommend the City do with the $134,400 in annual savings, with a note
asking customers to switch their monthly utility bill from paper to email to help the City save money.
Once the email functionality within Tyler Munis is working as intended, the City will focus more on
encouraging its customers to convert to electronic only billing by advertising on their website, social
media accounts, bill inserts, etc. The process for customers to switch from paper to electronic billing
needs to take little to no effort for the customers and Carson City will work with Tyler Munis to make the
customer service portal more user-friendly.

Confirm billing method for customer receiving both paper and electronic bills — Customers are given
the option of how they wish to receive their bills. As mentioned in Finding #1, the Tyler Munis system’s
email functionality is a work in progress and customers who opt for both paper and electronic method
want to ensure that they receive their monthly bill or are rental property owners who receive the paper
bill and have an electronic bill sent to their tenants.

Cost benefit analysis — The Treasurer’s Office will continue to review the benefits and disadvantages of
processing payments via credit card, check, or ACH. Currently, customers could pay their utility bills
through cash/check, automatic payments from their bank accounts, or by credit card if they have an
established online account. Some customers have expressed that they would be more willing to sign up
for automatic payments through credit card rather than through their bank accounts. The Treasurer is
continuously working with Tyler Munis system’s support team to allow the system to start accepting
recurring credit card payments. On January 12, 2023, Tyler Munis support sent instructions on how to
test recurring credit card payment in Munis. Additionally, the Treasurer is also working with NCR
Payment Solutions, the City’s credit card vendor, to install a Point of Sale (POS) device at the front
counter and implement an option for one-time payment online. A test environment has been established
to accept one-time credit card payments online. The NCR System is not currently connected to Tyler
Munis and these payments will require a staff member from the Treasurer’s Office to manually apply
they payment to the customer’s account in Munis. However, this will give the Treasurer’s Office a better
indication of the popularity of this option with the public and help inform the City whether to pursue
implementing this payment option permanently.

A formal cost benefit analysis will be performed by November 2023. See the Treasurer Office’s detailed
response in Appendix A.
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Response from Public Works Department Business Manager

CARSON CITY NEVADA
:ﬁ /3 ol Consolidated Municipality and State Capital

PUBLIC WORK PUBLIC WORKS

December 28, 2022

Cathering Villamar

Eide Bailly, LLE

5441 Kietzke Lane, Ste 150
Reno, Ny 83511-20%4

RE: Carsan Oty Publlc Worss' Response to Audit Findings
Cear Ms. Villamar:
In response to the audil findings on the draft audit re port, we offoer the fallowing responses.

Finding #1 - Tyler hdunis System

a. TCW allachments for histarical recards - UE 3t0ff to verifsfodd oltochments on ol odjustments done prioe to 10
funetioning propenly. Tonyo Fetri / Shelli Carewicz — by 771723

k. Tier levels for monthly usage —initial forms dicd not include tier breakdown dus to Tyler Munis isswees; this has now
bean corrected and all bills going Forward show the tiers. Mo abiily fo correst carlier billings.

¢ Email functionality — on going testing continuas within Tyler Munis; wnaile to foentily consistencics in when system
waorks and does not work. Toova Petrl / Shelll Corewice / Karen Leet = TRD bosed aff af Twler Munis.

Finding #2 — Approval of Custcmer Adjustments

Directar’s alectronic approval of adjustments over 52,000 has besn sat upin Munis. Any adjustments avor 52,000 made
pricr to this have the propar documentation attached to accouns file in TOM, Completed

Finding #3 — Custamer with bultiple Silling Adjustmenls

Historiczlly, Public Works has allowed ane adjustment “per incident™ on @ custemar account; this does allow 2 custamear
o receive mene than ane adjustment over 2ny perod ot time. Various reason codes exist in Lhe system and early on,
there wera inconsistencies in their use,

Recommendation — Gilling Adjustrment Policy and Procedure = Public Works will estobfish guldelines on number of
adjustments to be given to any ane custamer aver o given thme froeme, Darven Schuiz ¢ Koren Leet = by 371,23

Recormmendation — City to require procf af resalution - The customer must request an odiustment in writing and prowde
a recelpt for repalrs if ovolebie. Gften times, the custamer’s leak is fived by the homeowaer and there ore no receinls (o
provide. Anodiustment is not given until such fime the customer's usage bas relurned (o nonmal (o reduce the need for
an eaditional adiustment. Process already in place.

3505 Butti Way, Carson City, MWW 29700 (775) BH7-2355 FAMN |T75) BE7-2112
Operalicns Watesr, Sewer, Srees, Wasteaarer, Lans3l, Friroemental
Eriginzenirg, Transpertatior, Cap tal Projects
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CARSON CITY NEVADA
- Consolidated Municipality and State Capital
PUBLIC WORKS

e

PUBLIC WORKS

fiecommendatian — Develop guidelines for Adjustment Reason Codes — A chagr shaat will be cregted to pssist in choosing
the carrect regson code for any adivstment qivan. Karen Leet —3/1/22

Finding #4 — Water WMeter Errcrs

Use of advanced technalogy ta read water meters will result in potential savings to the ity

Fecommendatian = perform a cost benefit anzlysis to determine if AMI system (s more cast beneficial to the City, if o
bengfit can be reglized, develop o timeline and cost of implementation. Edmund Queglier — 771,23

Flnging #5 — Customer with Zero Water Consumption

Atotal of 152 accounts identified with no water cansumption that continued 1o poy the bese water charge far 2t least
12-month pericd which takes time and money te monitor.

Recommendation = UB to create policy and procedure to monitor and review sctive acoounts with zera consumptian to
determine if accounts can be terminated, thus saving tme and money on monitaring, Sadcy will be creoted. Karen Leet
- 3/1723

Recommendation - Perform cost-benetit 2nalysis to determing costs related Lo servicing/billing water meter with zero
consumption versus base charges lor waler. Cost-benefit onolysis to be performed. Caurttaey Nichoias — 3/1/23

Finding #& - Account Reconciliztions

Actotzl of 4,629 accounts that are not being billed for a least one utility service.

Recocmmendation = pertarm recanciliation of customer accounts and Turther investizate why an accocunt does not have
& particular service.

Warer & Sewer; no Stormwiter (891) — stormwaler is billed by porcel, not by cocount; 2.q., thers can Be multiple
ocoounts reloted to one porced and only ane of thase accounts 5 blled starmuater,

Water & Stormwater; no Sewer (930) = o property con hove woter gnd stormuater ond be on @ septic system.
Sewer & Stormwater; na Water (230 —a praperty can have sewer and stormwoter ond be on o well for water.
Water Dnly (863) = mony properties have irigation meters that receive their own Bl and are water eoly.,

Sewer Only (265) = we hove 107 sewer only occounts that are fn Douglas County that are for tracking purpases only
and are billed cutside of the Litility Bilfing spstem. There are afsa many vocant lots that may have had bath water
und sewer ot one time.

Starmuater Only (128) - there are 588 stormwater anly accounts that are bilied in their awen cpcle [Cecle D)) these
oragerties are lkely oll an wellfseplic systems.

3505 Buttl Way, Carson City, NV 85701 (775) BE7-2355 FAX |775) BRT-2112
Daerations: 'Water, Sewer, Straets, Wastewater, Landfill, Environmenta
Enginesring. Transaartation, Capital Projecis
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CARSON CITY NEVADA
Consolidated Municipality and State Capital

PUBLIC WORKS PUBLIC WORKS

Every property is different. Tne standzrd water/sewer/stormwater does not 2pphy to all accounts. Res dential
propertices are reated differently than commercial oroperties and vacant lots are different than develaped lots
Properties an a well zndfor septic are different as well

Finding #7 —'Waste of Wazer Violztion

Review of Municipal Code related to water wasting violations.

Recommendation - perfarm oenchmarking of cther municipalities’ waste of water violations 2nd penalties. Consider

higher penalty amounts and different penalties besed on residential or commercizl. Review/update of Munisipal Cade
must be compieted before implementing new fees; new proposed fecs must go to 805 before implementation. Darren

Schulz j/ Edmund Quaglier / Karen Leet / Adam Tully = 771,23

Firdarig #8 — Custarner Billing — Print & Electronic Bill

Increase the number af electranic billings to reduce cests of arinting/mailing. Customers have the option of print only,
amail anly, ar print and email.

Recommendation — encourage customers to oat cut of paper Lills; eliminate paper bills for those on both print and
amail; Treasurar to perform cost benefit analysis for processing payments via credit cand, check or ACH to mave towards
mare eredit card payments.

Emadd ordy Bils; Due to the currenl nconsistences in the Tyler Munds systern for owr ermoil bibag functioning, we are
reluctant to pocourage anyone 1o sign up for email only bet are hopeful this will be resalved soon, Ohce we are
confident the program s working os i showld, we con forus oo encouraging our customers (o convert to email only
hilling through odvertizsing an sociol media, our website, bill inserts, ete. Koren Lest — 171723

Emioil and Print bills: our customers ore given the choice of how they wish to receive their bills. Many rentals have
the printed Wil godog te the homeowner and the emall copy going to the tenant so ehminaling the paper copy moy
niot be an cption.

Frint anly bills: o large percentoge of cur customers are seaiors and hove nointerest in anylthing emoil, but we will
continue to encavrage. When aew customers sign ug for senvice, they are given the option of chaasing sither amail,
print, or bath,

t has been & pleasure warking through this audit process with you and we aporeciate the input you have provided.

Sincerely, ~

'/ y, Jf""‘-_
i Ll
Karen Lest

Department Business Manager

3505 Buttl Way, Carson Oty, MW 85701 |775| 887-2355 Fax [775) 287.2112
Cperations: Water, Sewer, Streets, Wastewater, Landfill, Envinanmental
=nginearng, Transportztan, Capital Prajects
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CARSON CITY: UTILITY BILLING DIVISON

Response from the Treasurer’s Office

December 21, 2022

Catherme Villamar, Associate
Eide Bailly, LLP

5441 Kietzke Lane, Suite 150
Reno, Nevada 80511-2094
Sent via e-mail

Dear Ms. Villamar,

Flease accept this letter as the response from the Carson City Treasurer's Office to Eide Bailly's
recent report submitted as the review of the Utility Billing Process for the Carson City Utility
Billing Division. As discussed and requested duning our teleconference on Tuesday, 12/13/22,
the Carson City Treasurer's Office is submitting its response to Fecommendation #8 found on
page 18 of Eide Bailly’s audit report. (Please see Attachment A )

As stated in the andit report, the average cost per each utility bill is $0.66, which amounts to an
estimated total of $11,200 each month that Carson City Utility Billing mmst spend to send paper
bills to its customers ($0.66 x 17,000 =$11200). Recommendation #8 lists three approaches for
the Carson City Treasurer's Office to consider for implementation as a means to reduce the costs
associated with the approximate 17,000 utility bills printed and mailed to Carson City utility
customers every month. In reviewing the recommendations 1ssued by Eide Bailly, the Carson
City Treasurer’s Office agrees that reducing costs associated with the printing and mailing of
paper utility balls proves beneficial to both the customers and the Consohdated Mumcipality of
Carson City, and will explore ways to see what it can do to help reduce these costs.

In our responses below, the Carson City Treasurer's Office outlines some of the challenges it
Tecognizes in implementing some of these recommendations, to include steps that the Carson
City Treasurer’s Office is currently taking to address these recommendations. For ease of
reading, I have separated each of the three individual recommendations listed by Eide Bailly in
Finding #2 as found on page 17 of its audit report, and have placed them in italics:

RECOMMENDATION for Finding #8

We recommend the City wtilize various technigues and approaches te encourage customers te opt ouf
af paper bills (i.e., campaigns, incentives to entice customers fo switch, such as a onstime credit).

The two areas which Uthify Billing and the Treasurer’s Office explamed in our teleconference on
Tuesday, 12/13/22 that will currently make encowraging customers to opt out of papers bills more
difficult—but not impossible—focus on tero factors:

An older population or generation of Carson City customers who prefer to have a paper
ball;

OFFICE OF THE TREASUREE.
Consolidated Municipahty of Carson City
201 North Carson Street, Suite 5 » Carson City, NV 89701
Office: (775) 887-2092 » Fax- (775) 887-2102
Ernail: _

22| Page

34



CARSON CITY: UTILITY BILLING DIVISON

Current technical 155ues with the Tyvler Munis system that make emanl fimetionality
difficult (please refer to Finding #1(c) listed on page 8 of audit report).

As Pubhc Works Business Manager Karen Leet noted in our teleconference on Tuesday,
12'13/22, Carson City does have an older generation’ population base who prefer to receive a
monthly paper bill. Based on the regular mail volime and foot traffic that if recerves at its office,
the Carson City Treasurer’s Office has noted the high volume of mdividuals who confinue to pay
their monthly utility balls by check, both m person at the front counter as well as through the
Umited States Postal Service (USFS).

In processing the large volume of (ITSPS) mail that 1f receives on a regular basis, the staff from
the Carson City Treasurer’s Office must open each of the envelopes; sort the enclosed check(s)
and whlity stub(s) into the appropriate category; then scan the checks and stubs mmto the system
Check-21 system so that the Carson City Treasurer’s (ffice can then submut the file to Bank of
America in order to recerve the money from the customer’s bank account. A staff member must
perform this process on a daily basis, and while the Carson City Treasurer’s Office definitely
would benefit from having a reduction in the amount of envelopes and checks to open and
process each day, it may take time for a large shift fo take place for more costomers to pay by
credit card vs. check or cash.

Based on the amount of money which Fide Bailly noted m their audit report that Carson City 1s
paying to prnt and mail a paper bill each month ($11,200—17,000 x 50.66) and each year
(3134, 000—3% 11,200 x 12 months), I believe that Carson City should explore ways to see what it
can do to encourage customers fo switch to more cost-efficient billng and payvment means. For
example, the Carson City has posted a notice at its front counter asking customers to consider
what they would recommend Carson City do with $134,400 in anmual savings if they were the
Mayor or member of the Board of Supervisors, with the final sentence of the notice acting as a
prompt asking customers to switch their monthlby whlity bill from paper fo e-mail to help Carson
Cify save money. (Please see attachments B and C.}

However, while more cost-efficient balling and payment means may prove effectrve in plannmg,
the mmplementation may prove more difficult grven the vanables affected by customer behavior
and preferences as well as current issues or limatations with the Tyler system. (Flease see my
continued responses below for examples of these customer preferences and issues with the Tyler
system) I don’t offer any of the items below to discourage Carson City from pursming the more
cost-efficient balhing and payments as recommended by Eide Bailly, but rather am providing them
smmply to show some of the difficulties that the Carson City Treasurer’s (Ofice has expenenced or
seen with the curent whlity billng system since its implementation in August 2021. These items
firther include current steps that the Carson City Treasurer’s has taken or 15 currently taking to
implement more payment options for costomers.

Additionally, for those customers that are “both ™ print and electronic, Utility Billing should confirm the
billing method for these customers and stop sending print copies.

The Carson City Treasurer's Office agrees that it would prove more efficient and cost effective
for two-medivm bill recipients to only recerve an electronic utility bill However, as previously
listed in Finding #1(c) listed on page & of the audit report, the emanl functicnality in the Ulity
OFFICE OF THE TREASURER
Consolhidated Mumeipahity of Carson City
201 North Carson Street, Suite 5 « Carson City, NV 89701
Office: (775) 887-2092 » Fax:- (775) 887-2102
Famail- _
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CARSON CITY: UTILITY BILLING DIVISON

Billing system in Tyler still has glitches with the email functionahty that are causing the teno-
medimm bill recipients not to recerve a consistent email version of their ll. To illustrate a recent
example:

*  OnFnday, 72922, an employes who works as City Hall reached out to the Treasurer's
Office regarding a balling 155ue she noticed, and after looking info this matter, the Carson City
Treasurer's Office leamed from (Carson City Pubhic Works) Utihity Billing that a glitch m the
utility billing system was causing an 1ssue for those mustomers who recerved both paper and

*  On Monday, 1031722, this same employee notified the Treasurer’s Office that she recerves
both paper and electronic utility balls; however, she became concerned after she did not
mmmdﬂhmﬂmimbmdthﬂdﬁhadmtm&auﬁ]ﬂypa}mﬁmma
month and was concerned. She did find the paper ball, and paid her bill, but her indication

Based on some of the comversations that I have had with some mdividuals who receive both paper
and electrome balls, 1t appears fo me that these customers who receive both mednms want to
ensure that they don’t miss a payment for their utility ball, and as I described with the City Hall
employee, having a paper bull let her know that she had not recerved an electromic bill on at least
two occasions. While this is only one individual and not representative of the enfire system it
helps to explam why some customers may sl prefer to receive hills n two medums. While
Carson City staff are still learming and working through the Tyler system, for the time being,
billing ghtches stll remain an 155ue, which both customers and Carson City staff recogmze.

While the staff of the Carson City Treasurer’s Office recognize some of the current billing 1ssues
with the Tyler system, they do encourage customers who come fo the front counter or call the
Treasarer’s Office to emroll mn autopay with their checking account or to establish an aceount
online that links their whlity account with ther emanl account. As 1t relates to autopay, I have
noticed that while some customers will agree fo have their utility bill automatically deducted from
don't feel comfortable in having any outside entity having aceess or “touching™ their personal
banking account, and have advised that they would prefer to make an automatic monthly payment
by credit card for thew uhibity ball if possible.

The Carson City Treasurer’s Office has previously asked about the abality for Carsen City to
accept aufomatic payments for a customer’s uhility account with the use of a credit card in the
same way that Carson City can accept automatic payments from a customer’s banking account.
Although some time has passed smee the Carson City Treasurer’s Office last asked about this, on
Monday, 1271922, 1 subnutted a request to Tyler Technology about this (support ticket #
9846597), and the Carson City Treasurer's Office wall pursue this payment option, especially
smee many customers have advised that they would make pay thewr monthlby whlrty ball with this
credit card option.

Lastly, Utility Billing along with the Treazurer should perform a cost bengfit analysis on processing
customer payments via credit card, check or ACH. The analysis can be used to help inform whether the
City should make a strategic decision to support meving towards more credit card payments.
OFFICE OF THE TREASURER.
Consolidated Municipahty of Carson City
201 North Carson Street, Suite 5 # Carson City, NV 89701
Office: (775) 887-2092 » Fax- (775) 887-2102

Email: fregsrericason ore
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The Carson Crty Treasurer’s Office recogmzes the benefits of customers using credit card, e-
check, or automatic cleaning house (ACH) payment methods: the automated processing and
posting of payments agamst a customer’s whiity account; fewer mail, checks, and whiity stubs for
a staff member to open and process; and ease of payments for customers. One area that the
Carson Crfy Treasurer's Office currently recognizes as problematic with accepting payments
from customers by credif cards centers on the question as to who pavs the credit card usage fees:
Carson Crfy/the Carson City Treasurer’s Office or the customer? While many of the credit card
pavments that Carson City processes as a whole currently require the customer to pay the costs—
often hsted or described as a convemence fee—Carson City does have some government offices
that absorb these credit card fees instead of having the customer pay them, such as the Carson
City Landfill.

In previous discussions which I had with former Chief Deputy Treasurer Beth, I learned that
some Carson City officials oppose the City absorbing these costs as if 15 the customer who enjoyvs
the benefits and rewards for usmng his credit card, such as eaming cash back rewards, credit card
points or miles, and 1t 15 Carson City that recerves hiffle financial benefit. Smmilarly, the benefits
of Carson City absorbing these credit card fees include less fime spent by staff members in having
to open and sort mail; less time spent by staff m having to process and post payments; and more
automated posting of payments to a customer’s accounts. Both arguments have merit, and the
Carson Cify Treasurer's (ffice will continue to review the benefits and disadvantages of
processing more payments by credit card, e-check, or ACH. This will include its regular
diseussions with NCE, one of Carson Criy’s carrent credit card vendors, as well as other vendors
who continue to solicit Carson City’s business, such as Paymentus, with whom I have previcusly
met this year regarding different payment options available for customers such as pay-by-text,
Apple Pay, Pay Pal, and Amaron.

As it relates to credit card payments, one of the projects which the Carson City Treasurer's (ffice
15 currently and actively pursuimg 15 the ability for customers to pay their uhlity bill with a credst
card at the front counter at the Treasurer’s Office. Currently, the Carson City Treasurer’s Office
can only accept cash and checks for uhlity payments at their fronf counter, and on a daily basis,
the Carson City Treasurer’s Office has customers who wish to pay thewr uhlity bill with a cvedit
card at the front counter. If a customer wishes o make a payment with a credit card for their
utility account, he mmst first estabhish an online account through the Tyler Cifizen Self Service
(C55) portal in which the customer hnks his utlity account to his emal account.

On Tuesday, 9/20/22, I submatted a support ticket with Tvler Technology (support ticket
#2665414) in whach I requested information on how the Carson Cify Treasurer’s Office can take
credit card payments at its front counter. This process with Tyler Technology has been slow
moving, and dunng several message exchanges in October and Movember of 2022, 1 leamed that
the mstallation of a credit card’ Point of Sale (POS) device will require:

*  the use of 3 POS device from a set hst of approved devices

*  the drafting of 3 TSM contract

*  working with Payguardian’ Bridgepay to accept payments and deposit money to
Carson Cify’s bank account

OFFICE OF THE TREASUREE.
Consolhidated Mumcipahty of Carson City
201 North Carson Street, Suite 5 » Carson City, NV 89701
Ofice: (775) 887-2092 » Fax- (775) 887-2102
Eamail- _
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A= a note, Carson Cify already has an account with Payguardian/ Bridgepay as ths is the service
currently used to accept credit card payments from those customers who have already establizhed
an onhme account that links thewr whhty and email accounts. In addition, the Carson City
Treasurer’s Office also has an Ingenico 15C Touch 250 POS device that it somehow received
years ago, that appears to be compatible with Tyler Cashiering, and the Carson City Treasurer’s
Office is awaiting word from Tyler Technology to see if it can wse this POS device.

The Carson City Treasurer’s (ffice 15 hoping to make progress with Tyler Technology with this
POS device matter after the current holbiday season ends. In addihion, the Carson City Treasurer’s
Office has been working with NCR, one of 1fs current contracted credit card payment vendors, to
see about establishing a one-fime payment option onbme for customers to pay not only their uhlity
bill, but also other charges or mvoices received from vanous Carson City government offices, to
nchude Uhihity Billng and the Treasurer’s Office. NCR has already estabhished a test
emironment for one-time payments for Carson City water’ uhlihes (please see Item #1 below);
however, the Treasurer’s Office needs to see how to apply a payment uning this NCE. payment
portal in both an online manmer as well as at the front counter of the Treasurer’s Office.
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Ttem #1 - screen shot of current test NCR test environment to test ona-time payment method for waterrtilities.

As soon as the staff from the Carson City Treasurer’s Office can conduet vanious tests in both the
NCE and Tyler Cashierng testing emaronments, they will know how this will work. Former
Chief Deputy Treasurer Beth Huck informed me that under the previous HIE system, customers
could do a one-time payment option online with their credit card, and customers liked this
feature. However, under the cwrent system with Tyler Munis, customers don’t hawve this option.

OFFICE OF THE TREASURER
Consolidated Mumeipahty of Carson City
201 MNorth Carson Street, Suxte 5 » Carson City, NV 89701
Office: (775) 887-2092 » Fax: (775) 887-2102
Emil- .
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to make a one-time payment with a credit card, and many continue to express frustrabion and
complaints at not being able to make a one-time payment.

While customers can stll make credit card payments onlme, they can only do so if they have
already established a wser account in the Tyler Customer Self Service (CS5S) portal that 15
linked o their email. Several dynamics come mto play with the Tvler CS5 portal that vary from
a standard one-time payment option:

*  many customers who pay a water/utility bill are renters, and because Carson City Mumnicipal
Code (CCMC) 12.01.080 requires the City to bill the owmner of the connected property, a
renter/tenant will be unable to establish a wtility account to pay online if the property owner
doesn"t provide ham with the uhbity account mumber. Based on the customers T assist at the
front counter of the Treasurer’s Office, many of the renters who come to pay the waterutility
bill kave informed me that they don’t receive a copy of the bill from the property owner, but
rather receive a call, text, or email from the property advising them fo pay the water all. With
that, the renter will provide me with the property address (and not the whlity account mumber)
and from there, I can provide them wath the information and amount for them to pay.

#  the Tyler C55 portal has too many steps/chcks mvolved for a customer to access his online
account, followed by accessing the “Manage Bills" portion of the C55 portal m which to add
2 ball payment to the “shopping cart,” make a payment, and then to fimsh the process. Not
only have I had many customers express this frustration fo me, but I have personally seen
account.! Becanse of this, staff members and I will ask customers if they have five minutes
to spare as well as thew smarfphone avalable with them that can has access to their emal
account, and if so, we will estabhish an online account for them . From there, we wall hink

! I My 2022, when Tyler Munis eppraded the TS5 portal systens, and required costomars to Exk their utility account to an emadl acoount, this
created 2 problem for pmy as they didn't endarstamd winy they had to msubeeit their caling nforeation when they kad done so leas than cne year
warkier in Angust 2071 whes Canea City temsitioned fross HTE to Tyler. Even though Uility Billing bad sent papar noticss bo customans
advizing them of the changes, the Camon City Teammar s ffios mesived much foedtack fom customers that the customsers sinsply tossed the
papar notification or didn’t look atit Momeoves, the webpags to esmblish an online account or access an sxisting accoumt

Gopedaedty tlgrooroce. com) tends 1o be confsing for most pecple fr 2 few masons:

L i ibiizhed an acooumt, between Angnst 2021 and May 2022, and theay tried o logn withont having

ﬁmmlhhl&mmﬂﬂlym-}hf!m thay wonld recaive 2n amor notification.

I the chamge to the TS5 portal in May 2022 alvo brought 2 change in the website addruss for fhe login poral, and mamy wsers who
Mm@rbﬂhﬂﬁhmhﬂpﬂlmﬂmb@mnhmhﬁ.pﬂﬂuhmhﬁ.pﬂl“
changed by one lother: # changed from (walfsarvics carson orgimees’ to hifps:selfsarvice. carvom org/'cas’ (the “m™ i mes
chamged to “c™ -aﬂmmmmmhmmnmmﬂ:mmwm

camafalby).

3. mostusars dom't wea the wmall print at the botiom of this sign-i= page that is the required aa o sstablish (or eesblizhiepdans)
an online account for e first time, and most custoosars try o sstablish an account using amy one of e social medis dgm-m's or
the email address sigz-in access partl, which am not the comect way to establish an online accoent for the St time.
takes too long to browse throwgh. When staff at the Camon City Treasmar s Office assist cusiomars in establishing their cnling
(TS acoount for the first time, staff complessly bypass e Tyler Access Commumiry pages as these pages taks too long o
moview I onder to dinctly acoess the customser”s wtility account; link it to their email account; and thes go the “Mamage Bils™
section in onder o make an onling payment.

Gunarally, it can e 2 viaff membar from e Carson City Treaserar s Oifics betwoen 5-10 minetes to esablizsh 2 new wsar acoount onling, and
wiaff mambers have the saperience of knowing how to navigate fhe OS5 partal wehade. 5o, for meost mustomens, the time and difficnlties
exparianced in establizhing an coline account not only prose fmstrating, ot momy have advised that they had given wp, and dids't complets the
o=
OFFICE OF THE TEEASUREE.
Consolidated Mumcipality of Carson City
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their ufility account to their emal account as well as show them the websife to use and how to
manage their lalls online and make a payment. Based on the feedback that I have recerved in
helping customers establish an online account for them, they were very appreciative as I don't
beheve they wanted to spend the time themselves to determine how to review the information
to establish an online account.

*  many customers have reported to staff at the Carson City Treasurer’s Office that they have
when they established an onlme account for thew utility balhng. While the Tyler CS5 portal
does allow the customer to click a link to reset their password, I have found from oy
expenence belping customers at the front counter that it appears the Tyler CS5 portal may be
too overwhelmimg or visually confusing to pursue resetting thewr password based on their
comments to me. Similar fo the last bullet point, it may be that customers don't want to take
the time with the new system to reset a password or determine what emal account they
previcusly used to establish their cnline account if the process takes too many steps.

Compared to a one-ime payment option, such as I have seen with other onhine payment systems and the
MNCE system currently in a teshing—not fo mention the NCE. online payment pages curently in use by
other Carson City government offices such as Health and Human Services and the Carson City Courts

s www. carson. or g services pavi-I would describe the current Tyler CSS portal inuse with
Carson City as not being very user-fnendly. I would further say that given the simple fact of human
nature, where most customers are looking for simplicity, the fewest steps or clicks possible, or the path of
least resistance, once customers start fo recognize the number of steps needed to make a simple online
pavment with the current Tyler CS5 portal, they would rather not deal wath it, and perhaps wiite a check.

If Carson City 1s going to encourage customers fo switch their paper billing to electrome billing, the
process to do so needs to take lLittle o no effort for the customer to do, and needs to be sumple. In addition,
Carson City should work with Tyler Technology to see what can be done to make can make the current
C5S portal more efficient or user-friendly so that customers become more encouraged to use it Since the
initial transition to the Tyler system from HTE 1 August 2021, to include the upgrade with the Costomer
Self Service portal in May 2022, the Carson City Treasurer’s Office has received many in-person,
telephone, email, and wmitten complamts from the public, many of which focus on the difficulty in usmg
or admsting to the pew system, making payments online, or the small font size on the paper bills. To
emphasize the mmmber of complamts that the Carson City Treasurer’s Office was receiving at that time,
staff started collecting the complamts rather than disposing of them, and began posting them on their
“complamt wall " (Please see Attachment [0}

As I previously mentionad, the Carson City Treasurer’s Office agrees with the need to reduce costs,
such as those associated with the printing and mailing of paper utility bills, and I don’t offer any of
the tems listed m ths letter to discouwrage Carson City from pursuing the more cost-efficient balhing and
pavments as recommended by Eide Bailly. Rather, I have provided this information to show some of the
difficulties that the Carson City Treasurer’s Office has expenienced or seen with the current utility balling
system since its implementation in August 2021,

I hope the information that I have listed m this letter provides vou with the information whach voun and the
team at Eide Bailly requested If you require any addibonal assistance, please let me or Chief Deputy

OFFICE OF THE TREASUREE.
Consolidated Municipahty of Carson City
201 North Carson Street, Suite 5 # Carson City, NV 89701
Office: (775) 887-2092 » Fax- (775) 887-2102
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Treasurer Amber LaFollette know.

Sincerely,

Andrew Rasor, Treasurer
Consobdated Municipality of Carson City, Nevada

Attachments: A:
B:
C:

Dx

Copy of Finding #8 from Fide Bailly Utihity Billimg Internal Audit Report,
December 2022 (page 18 of audit report)

Motice at front counter of Carson City Treasurer's Office asking customers to
switch from paper to email balling for their water/ufility account.
Photo of notice at front counter of Carson City Treasurer's Office; date taken:
Tuesday, 12/20:/22.

Photo of “complant wall™ at the Carson City Treasurer’s Office, which staff
started 1n Angust 2021

OFFICE OF THE TREASURER
Consolidated Municipahity of Carson City
201 Morth Carson Street, Surte 5 » Carson City, MV 89701
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ATTACHMENT A: Copy of Finding #8 from Fide Bailly Utility Billing Internal Aundit Report,
December 2022,
CARSOM CITF: UTILITY BILLIME DIYISOH

FIMDING #&: Custamer Billing - Print & Electraniz Bill
We nobed that spoorturities as sk o reduoe costs by incrzasing the number of electranic Billings and
cocrsasing the numher of printed Billingz sert @0 custamers. Bppros mately 2% of the City's etility
cuszamers ane still receiving paper bills. That ks over L7000 Involces chat the Utlivg Billing Blvizion 1s malling
ont on & monthly basis, The cost of printing and mailing physical ineaioes s appresenately 806G per invnice,
whlch equates 1o about 512,200 monthly ard 134,200 annually, There Is no cost for electranic utlity bills
and the City charges the ssandated orest card fees toits oustomers. & 3 whole te City pays 56,300 a
manth an averafe In credit card fees for electrenic savments and this cest I snared with the custemers,”

Exhikit 10
Utility Gill Delivery Bethod

Bill Delivary Method

= Frim Leclromc = Guth

Sowrce: EB coodated Trom UG Ty Billing Cestomier Beparl

RECOMMEMNDATION tar Finding &3
‘Wa recommend the City utilize various technlauas and 2pproachas to ancourage CUSTOMErT T SRt oUt
of paper 2ls i.e., campalgns, Incenthbees to snthos custormers to switch, such as a anetime credit).
Adcitiomaly, for those customers that 2re “ooth® orint and el ectronic, U gy 8iling should confirm the
biling methed for these customers and stoo send ng print coples. Lastly, Wsllity B11ing along with the
Treasurer showld perform a cost benefit ana vels on processing Custamer pavments viz credit cand, check
or ACH. The analysls can be used to halp mform whether the City should make a strategic deckion to
support moving towards mone credit card payments.,

Management Response:
What bz be implessentod, wha s respansible and Himefrane.
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CARSON CITY: UTILITY BILLING DIVISON

ATTACHMENT B: MNotice at front counter of Carson City Treasurer’s Office asking customers to

switch from paper to emal balling for their water/uhility account.

TEST WM R SKIL1S T HELP
CARSRON CITY SAVE MONEY

Caezon City eurvents maila 17,000 printzd wrater hills cach

The cinrent price to pront and mail one wazer bill iz #0465
A JE B 1 AL LAY 4 Y NPBAL N
T AN WATER RICTS T00 ITR rTRTGAWER S

FACH MOMTH?
LACll YLAR?

o hal wou know bow much money 15 involved wilh
priecoog anel o ling, alilive bills:

LI TN

SISO WAL TR U NN COTY A POl Ch 4 BEA R
P P L W L O R LU B AR
CARRTIN OTTV D) BT TR MYOWETY I Oarman B4TT
FROM NOT FATTARS TG PRINT AN MAT LTI
RILLET
Moy that wou 2o bowr amch moncy Carson City can save W

oq wear, plesse sien up le swilch vour moolbdy ity ball
[rom paper 1o e-madl. and help Carson Clly save money! s
eHsy— sl ask ug o

Ad JE KL SO AL

TEST WM R SKILT ST} HELP
CARRON CITY SAVE MONEY

Caezon City eurvents maila 17,000 printzd wrater hills cach

The crarent price to pront and mail one wazer bill iz #0065
1155 FLOMNN

LEE e UARSNY O Y NHLANLNG
T AN WATER RIETS Ty ITR CTRTOMERS?

FACH MONTH?
LACILYLAR?

o bl wou know bow much money 15 involvesd wilh
priecoog sl o ling, atilive bills:

LILE 1IN

P SO WL YT U RNON CUTY A PO O A ALY
P Y L W U I O L B T
CARSVINOTTY D) BT TR MY IOl man R40F
FROM NOT FEATTNG DO PRINT AN MAT LY
RILLET
Maee that vou sez bowr noch money Cason Oy can save I
oqn ver, plesse s2on up o swileh vour menihly ataliy bill
[rom paper lo e-mail. end belp Carson Clly save money! 1Ws

OFFICE OF THE TREASURER
Consolidated Municipality of Carson City

201 Morth Carson Street, Suife 5 » Carson City, NV 89701

Office: (775) 887-2092 » Fax- (775) 887-2102

=

Email:

31| Page

43



CARSON CITY: UTILITY BILLING DIVISON

ATTACHMENT C: Photo of notice at front counter of Carson City Treasurer’s Office encowraging

customers to enroll for electrome ufihity billing; date taken: Tuesday, 12/20/22.

VTR ERILAS TORE
1:3@ CTTY RANE YT

- Al
i VT

Ca O wureslt e
oy Lt LR ;

Tgnrl'ﬂ - S "’h;." !5"'””

Mt
ST ‘
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CARSON CITY: UTILITY BILLING DIVISON

ATTACHMENT D: Photo of “complaint wall” at the Carson City Treasurer's Office, which staff
started in Angust 2021.
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CARSON CITY: UTILITY BILLING DIVISON

January 13, 2023

Catherine Villamar, Associate

5441 Kietzke Lane, Swmte 150

Reno, Nevada 89511-2004

Sent via e-mail: cvillamar@eidebailly. com

Dear Ms. Villamar,

During our conference call on Monday, 1/9/23, we reviewed the response submutted by the
Carson City Treasurer’s Office on Wednesday, 12/21/23 in regard to Eide Bailly’s review of the
Utility Billing Process for the Carson City Utility Billing Division. We further discussed some
of the muances and problems that the Carson City Treasurer's Office has expenienced in trying to
implement more convenient billing and payment options for both customers and staff members
alike, namely:

-promoting the use and convenience of electronic billing (vs. paper billing) for customers

-Mumis® ability for property owners and renters to both receive an electronic bill

-the use of a recumng credit card payment option for customers

-a one-time payment option with a credit card for customers

As it relates to your email dated Tuesday, 1/3/23 regarding “Public Works' Audit Report
Eesponse,” in which you asked: Would a formal cost-bengfit analysis on processing customer
payments be performed and what would the timeframe be?, I believe that the Carson City
Treasurer’s Office can conduct a formal cost-benefit analysis. However, the Carson City
Treasurer’s Office will most likely not be able to start this formal analysis until November of this
year. While this time frame is approximately 10 months from the date of this letter, I wish to
explain the reasoming as it may also have an impact on the scope of this cost-benefit analysis.

First, the Carson City Treasurer’'s Office has been actively working with Tyler Technology about
how to establish a recurring credit card payment option for customers as well as a credit card
swiper/Point of Sale (POS) device at the front counter of the Treasurer’s Office. Former Chief
Deputy Treasurer Beth Huck previcusly informed me that HTE—the previous utility billing
system in use by Carson City prior to Munis—allowed for recumng credit cards and one-time
credit card payment options. Since Carson City switched to Munis in August of 2021, we have
not had the recurring credit card or one-time payment options which customers previously used.
With the transition of Utility Billing to Tyler Munis in August of 2021, the Treasurer’s Office
placed these the recumming credit card or one-time payment options on hold as we were working
with Utility Billing and Tyler Technology on other issues which required more attention at the

OFFICE OF THE TREASURER
Consolidated Municipality of Carson City
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CARSON CITY: UTILITY BILLING DIVISON

time. However, I recently found an email chain dated Tuesday, 4/5/22, m which Michael
Swanson with Carson City™s IT Department reached out to Frank Sonnett with Tyler Technology
about “Fecurring Credit Card Billing for CS5 with a Service Fee added to the CC.” In reviewing
this email chain again_ I noted some of the issues discussed at that time between Carson City and
Tyler Technology, such as:

-validation of system settings
-issues with a customer’s credit card being charged twice with a recurming charge
-ensuring that the customer pays for the service fee charge, and not Carson City

Note: in part of this email chain, former Chief Deputy Treasurer Beth Huck
responded to the email chain on Wednesday, 4/13/22 that one of the onginal
problems encountered was that Munis was not able to charge a service fee on the
recurmring credit card payments.
On Monday, 12/19/22, T submitted another service request/ ticket to Tyler Technology about this
matter as I was reviewing this matter again against the current recommendations of Eide Bailly's
audit report response. On Thursday, 1/12/23, I received a response from Jordan Bell with Tyler
Technology in which he provided imstructions on how to test a recuming credit card feature in
Munis. Iwill begin reviewing this, and will attempt to test this feature with Carson City’s IT
Department to see if we can make this operational. If so, then this may provide a solution to
many customers who wish to make a recurming/ automatic payment online by credit card, but do
not want to have any payments or portion of the utility billing system directly linked to their
bank account. If not, I will further review the Tyler Payments option about which Michael
Swanson advised me early in 2022, to see what the fimctionality and costs of this module would
be for credit card options.

Second, as it relates to a one-time payment option, such as making a payment online, I have had
almost weekly discussions with NCE., one of Carson City’s credit card vendors, to implement an
online option to the existing payment portal for Carson City at

https-//www.carson org/services/pay. Donna Kelly, the project manager currently assisting the
Carson City Treasurer’s Office, has established a test environment to accept one-time credit card
payments online which will require the customer to provide certain information, such as the
account mumber, address, and bill number.

Our current indications are that this process should work in allowing a customer to submit a
payment online towards their utility bill. The downside to this solution is that the NCE. system
won't connect to the Mums Utility Billing system at this time, which means that it would require
a staff member on the backend to manually apply the payment charge to the account of the
customer who submitted the online one-time payment. This would be no different than when a
customer comes to the front counter to make a cash payment towards a utility bill, and the staff

OFFICE OF THE TREASURER
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CARSON CITY: UTILITY BILLING DIVISON

member from the Carson City Treasurer’s Office manually applies the payment to the customer’s
account in Tyler Cashiening, which can take about 45 seconds per transactions, depending upon
how fast the Tyler Cashiening can search and load the account information. The unknown
vanable to this is how many one-time online payments would the Carson City Treasurer’'s Office
receive each day that a staff member would need to process. I foresee that while the Carson City
Treasurer’s Office may receive a small amount of cne-time online payments at first, if the
convenience and popularity of this online payment option grows with customers, it may take a
staff member more time each day to manually apply the credit card payment to the customer’s
account—providing that this option works as I previously mdicated.

Although the method I described is essentially a system “work-around,”™ if it does work—where
the customer can submit a one-time online payment towards their utility bill; the money posts in
the City’s bank account from NCE. the following day; and a staff member can then post the
payment towards a customer s utility account—then this will give the Carson City Treasurer’s
Office a better indication of the populanty of this option with the public. As such, the Carson
City Treasurer’s Office can then look to see what the costs would be to implement the
approprate software or conmections to allow a credit card processor such as NCE. to connect to
Mumis Utility Bill
Finally. as it relates to a timeframe of conducting a formal cost-benefit analysis as you requested
in your email dated Tuesday, 1/3/23, Tuse the approximate target date of November 2023 for two
Important reasons:

-staff assignment transitions within the Carson City Treasurer' s Office;

-November doesn’t have as many legal and project deadlines as do other months.

The Carson City Treasurer's Office has only six full time employees, including myself. With
Chief Deputy Treasurer Beth Huck’s retirement in September 2022, this caused a significant
-the promotion of Amber LaFollette from Accountant to Chief Deputy Treasurer
-the promotion of Danielle Hoelzen from Accounting Technician to Accountant

-the transfer and promotion of Elizabeth Morelli from Carson City Public Works as
Accounting Technician to fill the position vacated by Danielle Hoelzen

-the retirement of Accounting Technician Heather Mandel in January 2023, leaving her
position vacant with an anticipated replacement on or about Fniday, 2/3/23.

Because of the amount of personnel change taking place within the Carson City Treasurer’s
Office at this time, coupled with the distnbution and leaming of assignments amongst staff
member, I want to look realistically at when staff from the Carson City Treasurer’s Office can
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CARSON CITY: UTILITY BILLING DIVISON

dedicate the time needed to do an appropriate and formal cost-benefit analysis. June, July,
Angust, September, and October have proven to be busy times of the year as these months have
numerous important processes and deadlines, especially those mvolving the annual real property
tax bill or the preparation and submission of required reports.

I hope the mformation that I have presented in this letter provides you the details that you need,
but if you need anything further, please let me know.

Sincerely,

Andrew Rasor, Treasurer
Consohidated Municipality of Carsen City, Nevada

OFFICE OF THE TREASUREER.
Consolidated Mumecipality of Carson City
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CARSON CITY: UTILITY BILLING DIVISON

CULTUR

THE FOUNDATION OF SUCCESS

Caring for our external and internal clients with a passion to go the extra mile.
Respecting our peers and their individual confributions.
Conducting ourselves with the highest level of integrity at all times.
Trusting and supporting one another.

Being accountable for the overall success of the Firm,
not just individual or office success.

Stretching ourselves to be innovative and creative, while managing the related risks.
Recognizing the importance of maintaining a balance between work and home life.
Promoting positive working relationships.

And, most of all, enjoying our jobs ... and having fun!

EideBailly

eidebailly.com
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Agenda ltem No:6.C

Audit Committee Agenda ltem Report
Meeting Date: January 24, 2023

Submitted by: Sheri Russell

Submitting Department: Finance

ltem Type: Formal Action / Motion

Agenda Section:

Subject:

For Possible Action: Discussion and possible action regarding the monitoring, review and closure of internal
audit findings and/or recommendations included in the Audit Findings Tracking Report and providing a
recommendation to the Board of Supervisors to close completed findings and/or recommendations. (Sheri
Russell-Benabou, SRussell@carson.org)

Staff Summary: Staff will discuss the monitoring, review, and closure of the previous internal auditor findings
and/or recommendations included in the Audit Findings Tracking Report.

Suggested Action:

Action will depend on the discussion. | move to [continue the monitoring and review of the items as discussed
or] recommend to the Board of Supervisors closing the items discussed based on the correction of findings
and recommendations included in the Audit Findings Tracking Report.

Attachments:
SR - Internal Audit Findings Tracking Report.docx

Audit Findings Summary10-6-2022.pdf
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https://legistarweb-production.s3.amazonaws.com/uploads/attachment/pdf/1748084/SR_-_Internal_Audit_Findings_Tracking_Report.pdf
https://legistarweb-production.s3.amazonaws.com/uploads/attachment/pdf/1748085/Audit_Findings_Summary10-6-2022.pdf

STAFF REPORT

Report To: Audit Committee Meeting Date: January 24, 2023
Staff Contact: Sheri Russell-Benabou, Chief Financial Officer

Agenda Title: For Possible Action: Discussion and possible action regarding the monitoring, review and
closure of internal audit findings and/or recommendations included in the Audit Findings Tracking Report and
providing a recommendation to the Board of Supervisors to close completed findings and/or recommendations.
(Sheri Russell-Benabou, SRussell@carson.org)

Staff Summary: Staff will discuss the monitoring, review, and closure of the previous internal auditor findings
and/or recommendations included in the Audit Findings Tracking Report.

Agenda Action: Formal Action/Motion Time Requested: 15 minutes

Proposed Mation
Action will depend on the discussion. | move to [continue the monitoring and review of the items as discussed

or] recommend to the Board of Supervisors closing the items discussed based on the correction of findings and
recommendations included in the Audit Findings Tracking Report.

Board'’s Strategic Goal
Efficient Government

Previous Action
N/A

Background/Issues & Analysis
Staff is recommending the following items to the Audit Committee for closure:

- IT Vulnerability Update — Items #2 through #6 are recommended for closure.

- Community Development — Items #2, #5 and #7 are recommended for closure.

- Sheriff's Body Camera — Items #2 and #4 are recommended for closure.

- Utility Billing — Item #2 is recommended for closure as it was immediately remedied.

Staff will take the items that the Audit Committee recommends for closure to the Board of Supervisors for final
closure.

Applicable Statute, Code, Policy, Rule or Regulation
N/A

Financial Information
Is there afiscal impact? [] Yes [X No

Final Version: 12/04/15
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If yes, account name/number:
Is it currently budgeted? [J Yes [ ] No
Explanation of Fiscal Impact:

Alternatives
N/A

Board Action Taken:
Motion: 1)
2)

(Vote Recorded By)

Staff Report

Aye/Nay

Page 2
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Carson City
Internal Audit Summary
Updated - 1/18/2023

Carson City - Audit Findings Tracking Summary Report (revised 1/18/2023)

1]

Report AC/BOS Report Reporting Report Completed AC BOS Notes
Report Name Submittal Approval Entity Findings Findings Approval Approval

Payroll Internal Controls Testing 7/27/2016 12/21/2017 Internal Auditor 2 2 8/8/2016 11/15/2018
P-card Internal Controls Testing 7/27/2016 12/21/2017 Internal Auditor 2 2 8/8/2016 11/15/2018
Small Works Projects Review 2/17/2017 12/21/2017 Internal Auditor 4 4 2/14/2017 | 12/21/2017
Public Guardian Review 5/1/2017 12/21/2017 Internal Auditor 13 13 5/9/2017 11/15/2018
Purchasing and AP Internal Controls Testing 7/6/2017 12/21/2017 Internal Auditor 12 12 7/12/2017 | 11/15/2018
HTE Access Controls Testing 9/26/2017 12/21/2017 Internal Auditor 7 7 10/3/2017 | 12/21/2017
FY 2014 CAFR 12/18/2014 12/18/2014 External Auditor 5 5 3/22/2016 | 12/18/2014
FY 2015 CAFR 12/17/2015 12/17/2015 External Auditor 5 5 3/22/2016 | 12/17/2015
Capital Projects Process Review 5/3/2018 8/20/2020 Internal Auditor 8 8 6/15/2020 | 8/20/2020
Grants Audit 6/30/2018 9/30/2018 Internal Auditor 1 1 6/15/2020 | 8/20/2020
Public Guardian Follow Up Review 5/3/2018 3/7/2019 Internal Auditor 8 8 5/10/2018 3/7/2019
FY 2017 CAFR and Single Audit 11/30/2017 12/21/2017 External Auditor 4 4 5/10/2018 8/20/2020
FY 2018 CAFR and Single Audit 12/6/2018 12/6/2019 External Auditor 3 3 6/15/2020 8/20/2020
Temporary Staffing Audit 5/9/2019 5/6/2019 Internal Auditor 5 5 6/22/2021 10/3/2019
Fire Department Overtime Audit 5/9/2019 10/3/2019 Internal Auditor 2 2 5/9/2019 10/3/2019
FY2019 CAFR and Single Audit 12/5/2019 12/5/2019 External Auditor 1 1 6/15/2020 | 8/20/2020
Cash Handling 2019 12/3/2019 1/6/2020 Internal Auditor 20 20 6/22/2021 8/20/2020
Social Media Study 11/25/2019 1/6/2020 Internal Auditor 13 13 6/22/2021 10/6/2022
HR Administration - Eligible EE Group Ins. 12/3/2019 1/6/2020 Internal Auditor 4 4 6/15/2020 | 8/20/2020
AP and P-Card Audit Program 4/1/2020 3/4/2021 Internal Auditor 4 4 8/4/2020 3/4/2021
IT Vulnerability Audit 10/30/2020 12/8/2020 Internal Auditor 10 10 3/8/2022 10/6/2022
Fleet Audit 3/30/2021 3/30/2021 Internal Auditor 6 6 3/8/2022 7/7/2022
Revenue and Receivables Audit 5/25/2021 6/22/2021 Internal Auditor 3 3 12/7/2021 7/1/2020
Payroll Internal Controls Testing 11/22/2021 12/7/2021 Internal Auditor 3 3 3/8/2022 7/7/2022
Community Development Department 6/29/2022 7/12/2022 Internal Auditor 8 1 7/12/2022 Recommending 3 items for closure
IT Vulnerability Retest Report 7/12/2022 9/13/2022 Internal Auditor 6 0 9/13/2022 Recommending 5 items for closure
Wireless Assessment (see separate report) 4/30/2022 10/6/2022 Internal Auditor 1 1 9/13/2022 10/6/2022
Endpoint Security Assessment 4/30/2022 10/6/2022 Internal Auditor 2 2 9/13/2022 10/6/2022
Prelim Risk Assess. Body Worn Camera Prog. 9/1/2022 9/13/2022 Internal Auditor 4 0 9/13/2022 Recommending 2 items for closure
Utility Billing Internal Audit 12/1/2022 Internal Auditor 8 Recommending 1 item for closure
Total (including archived reports) 174 149
Legend: Finding Corrected?

Report Submittal = date report submitted to City Y Findings Addressed - Audit Committee closed

BOS Report Approval = date report adopted by BOS P Partially Addressed items

Reporting Entity = organization that prepared the report N Not yet addressed

Report Findings = number of findings in the report

Completed Findings = number of findings completed by management *y* For Discussion today

AC Approval = Audit Committee approval of completed findings
BOS Approval = Board of Supervisors approval of completed findings
Notes = notes about findings
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Carson City
Community Development Internal Audit
June 2022

Finding
City - Remediation Plan corrected? Auditor
Item BOS (Course of Action & Expected (Y, N, Expected Actual Validation
No. Closure Finding Recommendation Benefits) Partial) |Compl. Date| Compl. Date (Y,N) Status Comments

1 Entergov has tripled the amount of data The City should continue to work  |Community Development has met N 1/1/2024 The system upgrade went live in August 2022 and
entry involved in processing a business with Energov to determine if the with IT and IT is currently working there was a learning curve as staff needed to learn
license when compared to the legacy necessary updates can be made to |with Energov to determine if the capabilities of the new system. That said,
system. A poorly executed customer improve efficiency, incorporate resolution of the issues is feasible. If there are still issues including the search function
interface on the portal coupled with the preventative controls, and features [not, the staff will investigate being difficult and automation that creates
inability to require payment prior to permit |that will help effectively service alternative systems. Staff has challenges such as the automatic creating of
issuance caused the shutting down of the |customers. Alternatively, if there is [underfilled a position to hire a invoicing during a renewal. Concerns with
customer portal. Business licenses issued |no resolution with Energov, then consultant in anticipation of not preventative controls and customers not being
can be issued without payment and credits [the City should look into alternative |being able to resolve issues. able to use the portal continue and staff has not
to potentially fictitious customers can go  |software solutions. Community Development has set a been able to work on these matters. Additionally,
undetected, creating an opportunity for date of January 1, 2023 and the staff has not been able to hire a consultant as it
fraud and potential lost revenue for the Director will be the lead in working needed to understand the function of the
City. with the consultant. upgraded system and work with it so as to

understand capabilities and limitations.

2 Business license fees list on the website is |The Director should work to The fees can be added to the *y* 1/1/2023 | 11/30/2022 These fees have been added to the website.
not complete per CCMC 4.04.020, it is provide an updated list of business [portion of the website that
missing Fictitious Filing Fees $20 and fees to the customers for addresses business license fees as
Technology Fees of $5. transparency on the website. well as included on other materials

associated with business license
fees. Planning Manager will be
responsible.

3 There is a lot of great information in the Recommendation is that the City  [The current contract will expire in N 7/1/2023
full report. This finding has to do with should use the benchmarking data |August 2024. By July 2023 the
whether or not the City should continue to |as well as obtain further data on Director should provide an analysis
outsource with Charles Abbott (CAA). the number of hours each permit  |to the City Manager/ Board of
There isn't enough data regarding time CAA|takes to process from intake, plan |Supervisors relative to the
spends on their services to fully understand|review, permit issuance, recommendation to insource,
all the costs of each Building Permit. inspections, re-inspections, etc., in [continue outsourcing, or utilizing a

order to determine if we should hybrid approach. This will provide
continue outsourcing, move to a the City with a year to determine
hybrid approach, or insource all the preferred structure.

together.

4 It was noted that there was a lack of Director should enforce the CAA typically does not have sole N 7/1/2023 The Community Development Director conducts a
monitoring of performance metrics as contract requirement for CAA to responsibility for a building permit's builders round table quarterly. At the August 9,
required by the City's contract with CAA. provide monitoring information to [review. The delay could come from 2022 round table, the Director requested feedback
For example: permit transaction reports  [the City. The City and CAA should |a City department. Director will from the development community regarding all
are attached to monthly invoices, however, |establish a customer feedback loop. |work with City Manager's office on aspects of development review. Input was related
the City does not monitor for timeliness of |Additionally the City should customer survey's both internal and to ministerial permit plan check, energov, and
permit related activities or accuracy of the |consider an independent audit of |external to the City. Reporting and “culture” issues including a lack of coordination.
Permit fee calculations. There is also no the consultants performance. surveys will be Director's The Director is creating public / private
formal customer feedback process or Lastly, a quarterly or annual trend [responsibility. partnerships to address these concerns.
means of sharing unsolicited feedback with [analysis of reported issues should Additionally, a new Building Official began work in
the Director. be created and shared with the November 2022. This has created an opportunity

Director. to work with the consultant to identify
opportunities for improvement.




9%

Carson City

Community Development Internal Audit

June 2022

Finding
City - Remediation Plan corrected? Auditor
Item BOS (Course of Action & Expected (Y, N, Expected Actual Validation
No. Closure Finding Recommendation Benefits) Partial) |Compl. Date| Compl. Date (Y,N) Status Comments

5 Reinspection fee was not charged for FY Director should require that re- Director will work with CAA to AT 9/30/2022 9/30/2022 The building division has been directed to charge
2021 and 2022 resulting in losses to the inspection fees are charged to ensure they start charging the re-inspection fees. We were not able to identify
City of $33,000 and $17,000 respectively. |ensure the City receives payment [reinspection fee. Director also “cancelled” permits where inspections occurred.
There were many instances where the Final|for work performed. Director agrees to look into the canceled But, we are in agreement with the consultant that
Inspection was performed, but the permit [should also determine why there permits where inspections occurred should not occur.
was canceled, and auditor was unable to  |were 199 permits in 2021 and 84  |by September 30, 2022 and report
determine the cause for such a late permits in 2022 that a final out to the City Manager, and Audit
cancelation. inspection was noted, but no Committee.

permit was issued.

6 Building Division has not evaluated the cost |As an enterprise fund building Community Development staff does N 1/1/2024 Existing staff does not have the skill set to pursue
of its services in 15 years to determine if permit fees should be designed to [not have the skill set to pursue this this recommendation. No action to contract for
the fee fully covers the costs. There is cover all direct costs. City should [recommendation, and we would this task has been pursued. Director feels a
currently no reliable data on how much in |use the information contained in need to outsource a consultant to determination as to whether or not to continue
employee and CAA time it takes to issue a [the report to help with a cost of pursue this task. Director is with Charles Abbott would need to be completed
Permit. National Association of Home service study. A review of expenses|watching the fund closely to make first. Then pursue a possible fee study.

Builders has stated that construction should also be done to determine |sure that non-building related
permit fees are typically 1.7% of total that appropriate and legitimate activities are not paid out of this
project cost, but City per Permit cost only |expenses are properly reported. fund.

came to .48% of total project costs.

7 CAA contract states that the Building Director and possibly DA should Director, DA's office and Building *y* 11/1/2022 11/1/2022 The consultant agrees that enforcement of the
Official with CAA is to provide building enforce the contract language Official are scheduled to meet in International Property Maintenance Code is part of
code enforcement. Based on interviews related to code enforcement and  |August 2022 to further discuss. its responsibilities and is performing in that role.
and discussions with Director and Building |work to come to a resolution with
Official, CAA is not providing building code |CAA.
enforcement.

8 10/6/2022 |Final Plan Review doesn't include all Process workflow should be Director will request that CAA Y 9/1/2022 8/6/2022 Community Development has reviewed the

Department Final Sign-off, which causes
plan delays when inspectors note that final
reviews were not signed off.

implemented to address version
controls, for resubmittals of the
plans to all plan reviewers to
ensure a newer version of the plan
is rerouted to all relevant parties
for final review.

implement a workflow process that
addresses the version controls and
final reviews sign-off.

workflow in energov to verify no one is
dropped off the review and the permits techs
are implementing
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Carson City

IT Vulnerability Update Internal Audit

April 2022
Finding
corrected Auditor
Item BOS Remediation Plan (Y, N, Expected Actual Verified?
No. Closure Recommendation (Course of Action & Expected Benefits) Partial) | Compl. Date | Compl. Date | (Y, N) Status Comments
O 03 - Original Report - R Remediated partia emediated, o ot remediated

1 Update all systems that are currently running on |Staff is actively working on updating outdated systems and P 6/30/2025 Decision needs to be made by the System
unsupported operating systems: Lack of support |adjusting operations to be in line with industry best practices, / Software owner for a replacement.
implies that no new security patches for the such as automatic updates based on how critical a system is. Funding will be needed to replace systems
product will be released by the vendor. As a Some legacy systems that cannot be updated will be isolated and the infrastructure to support any new
result, the unsupported operating systems are using a combination of identity based access rules and system. Some systems do not have
likely to contain security vulnerabilities. These network security zones to mitigate the risk of their ongoing upgrade path leading to a full
systems should either be updated to run a operation. Some of these systems may be decommissioned if replacement. Some systems have be
supported operating system or shut down in our customer agency's business needs support this outcome. scheduled for replacement in 2025.
order to protect the security, availability, and This will increase security, availability, and integrity of Carson Example: Tiburon
integrity of Carson City's infrastructure and data. |City's infrastructure and data.

2 Implement and enforce implementation of Most issues identified in the external test were expected. *y* 12/31/2022 | 1/31/2022 Change Control Policy and Processes
change control across all systems: Some sites do not use encryption as they don't warrant it with implemented January of 2022. Current
Misconfiguration and insecure deployment issues [their purpose, others host apps that there are very few records state process began in January
were discovered across various systems. The options for replacing/updating. Staff has implemented system 2022 within Manage Engine.
vulnerabilities that arose can be mitigated hardening processes on many systems and will continue to
through the use of change control processes on |expand on those efforts. Staff is working towards robust
all systems. change management procedures that could prevent a

misconfiguration from occurring as a standard risk
management step. Staff's current approach requires a scope
of work and review by at least two employees when
performing work on critical infrastructure.

3 Implement a patch management program: Staff has deployed tools such as inventory, deployment, and *y* 6/30/2025 | 12/16/2022 Current process is Patch, Reboot, and
Operating a consistent patch management recently endpoint management software (EMS) to assist with Scan is performed on the end units the
program per the guidelines outlined in NIST SP this effort. Inventory and deployment systems allow staff to last Thursday of each month and servers
800-40 is an important component in maintaining |track and update software. EMS allows staff to scan endpoints the last Wednesday of each month. There
good security posture. This will help to limit the |for known security issues that require a patch and force the are exclusions for high risk and Public
attack surface that results from running patch to be installed as part of network policy. Staff is Safety units and servers. Reference
unpatched internal services. continually working towards further automating and recommendation #1 for High Risk Legacy

integrating these tools into our workflow. At last count our systems.
inventory of applications has more than 6251 software
packages and components, which makes this an evergreen
maintenance item for staff, requiring much in the way of time
and resources.
4 Change default credentials upon installation: To |Staff will change the identified systems with default *y* 6/30/2022 | 7/26/2022 SOP Created - System Hardening Process

reduce the risk of security breaches through
default credentials which have been left
configured on network devices, it's best to
implement a process to change the passwords,
and if possible, account names, when new
equipment is installed.

credentials where possible. Some examples identified by the
audit do not support credentials for their regular operation.
For these devices, staff is working towards isolating in a
similar fashion to devices that cannot be reasonably patched
as a compensating control.

has been established which contains Peer
Review. Policy is in Policy Tech.
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Carson City

IT Vulnerability Update Internal Audit

April 2022
Finding
corrected Auditor
Item BOS Remediation Plan (Y,N, Expected Actual Verified?
No. Closure Recommendation (Course of Action & Expected Benefits) Partial) | Compl. Date | Compl. Date| (Y, N) Status Comments
5 Conduct regular vulnerability assessments: As Staff believes that regular third party auditing of IT systems is *y* 11/1/2021 | 11/1/2021 SOP Created - System Hardening Process
part of an effective organizational risk valuable and will contribute to increased security of Carson has been established which contains Peer
management strategy, vulnerability assessments |[City systems and data. Performing audits such as this one Review. Policy is in Policy Tech.
should be conducted on a regular basis. Doing so |regularly would likely require additional resources to obtain
will allow the organization to determine if the the audit and then act upon the results of the audit in a timely
installed security controls are installed properly, |fashion.
operating as intended, and producing the desired
outcome. Consult NIST 800-30 for guidelines on
operating an effective risk management program.
6 Recommend remediation scanning be performed:|Some issues identified in this report require a small effort to *y* 4/30/2022 | 4/30/2022 Comment - This is the retest - 1 year after

Based on the number of issues identified we
would recommend Carson City IT staff work
toward remediating issues working on the most
critical items first. Retesting should be
performed within 6 months of this report.

remediate and staff will remediate them in a timely fashion.
Others are systemic issues that have already been identified
by staff and require large-scale efforts to address in the long
term. Additional resources would contribute towards
addressing all of the identified issues in a more timely fashion.

initial report.

Note: In this audit staff gave maximum access to the auditors to simulate an attacker gaining access to a sensitive area of the network. Many of the identified issues were discovered because we bypassed
our usual security controls to allow the penetration tester greater access. The findings are valuable, but do not necessarily represent vulnerabilities that could be exploited from any part of the City

network. FINDINGS ARE OBFUSCATED, AS TO NOT PROVIDE A ROAD MAP TO WHERE ISSUES ARE; THEREFORE, TOTAL FINDINGS ARE NOTED, BUT SUMMARIZED HERE.
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Carson City

Preliminary Risk Assessment of Body Worn Camera Program

September 2022
Finding
corrected Auditor
Item BOS Remediation Plan (Y,N, Expected Actual Verified?
No. | Closure Recommendation (Course of Action & Expected Benefits) Partial) | Compl. Date | Compl. Date (Y, N) Status Comments

1 The Sheriff's Office should establish a process that ensures all Sheriff is reviewing Axon and other N 7/1/2023
officers responding to 911 dispatch calls and all self-initiated performance products, and will need to build
activities requiring dispatch notification have a BWC video. performance metrics and goals.

Additionally, performance metrics and goals should be established
for Body Worn Camera ("BWC") activation.

2 The Sheriff's Office should update their BWC policy to address Sheriff's office agrees and will incorporate into A 10/30/2022 | 10/20/2022 As of 10/20/2022, the BWC policy
when the video upload and categorization is to occur. Additionally, |policy instruction when to upload and indicates that after every shift, or as soon
the Sheriff's Office should perform routine monitoring of the categorize video from a BWC. as practical, the deputy should cause the
uploads and the categorization of videos for completeness and BWC to be downloaded and charged as
accuracy. Lastly, performance metrics and goals should be prescribed by the manufacturer.
established for BWC uploads and categorization of videos.

3 The Sheriff’s Office should continue to roll out the BWC program’s [The Sheriff’s Office has established policy to N 7/1/2023
Early Warning Policy to comply with NRS 289.823. Furthermore, the [address the Early Warning Policy, as per NRS
policy should implement a system and methodology to monitor the |289.823. The implementation of Performance
BW(C video for compliance with the BWC program and policy, and [Measures will address the recommendations
identification of opportunities for improvement to include all above.
uniformed personnel with BWC devices, including the Jailors. This [Detention officers are not required to have
should include an evaluation of the total reviews that need to be BWC; however, they have been issued to
completed in order to be statistically significant in comparisonto  |provide additional audio/visual documentation
the total of BWC footage of each uniformed personnel with a BWC [and record of events. An internal work group
device or other means of how supervisors chose videos for review, |will address and publish a policy for camera
such as utilizing the feature within the Axon software that aidsin  [use within the jail.
the random selection of the videos for review. Lastly, the
supervisor’s monitoring of the videos should also be reviewed for
compliance with set methodology and intent of the program and
related policies.

4 Review and update the current BWC policy to reflect current BWC policy is currently in review as a natural *y* 10/30/2022| 10/30/2022 The BWC policy was reviewed based on

operating practices and alignment with NRS 289.830. Specifically,
the policy should be updated to include disciplinary actions.

course of implementing the in-car camera as
well as the early warning polices.

Although not specifically mentioned in the
BWC policy, it is a violation of Standards of
Conduct for an employee’s, “Failure to
operate a portable recording device as
required by the Office and/or editing or
erasing any portion of a recording”. See policy
339.5.8.(J). Discipline for the violation can
range from a warning up to and including
termination.

this specific recommendation. After
assessment it was decided that the
current policy format is sufficient;
potential discipline for any and all policy
violations are covered under Policy 339 -
Standards of Conduct
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Carson City

Preliminary Risk Assessment Review of Utility Billing Process

December 2022

Finding
corrected Auditor
Item BOS Remediation Plan (Y, N, Expected Actual Verified?
No. | Closure Recommendation (Course of Action & Expected Benefits) Partial) | Compl. Date | Compl. Date (Y, N) Status Comments

1 Finding: Several Tyler Munis conversion issues such as missing Scanning issues should be resolved with Munis N 7/1/2023
information, customers are not able to see their tier level, and e- by July 1, 2023. Visibility of the Tiers has been
mailed bills is not working consistently have been a problem. corrected as of the date of the report, and E-

Recommendation: The Utility Billing Division should continue mail issues will be ongoing with Munis until a
tracking the occurrence of these issues and notify Tyler Munis solution is reached.
Support to resolve the ongoing issues.

2 Finding: No approval of Customer Adjustments. Recommendation: |Director's electronic approval of adjustments Ve 1/1/2023 This has been completed immediately and
We recommend follow-up be performed of the implemented over $2,000 has been set up in munis. The is working as intended.
workflows to confirm review of the approvals for adjustments of Director is notified of adjustments over $2,000
$2,000 and above have the proper approval document in Munis. via e-mail and he approves the adjustment in

Munis before it is processed. Additionally, ay
adjustment over $2,000 made prior to
October 2022 have the proper documentation
attached to the account file in TCM.

3 Finding: Billing Adjustment codes do note have a clear policy, nor [Historically, Public Works has allowed 1 N 3/1/2023
are they used consistently. Recommendation: We recommend adjustment "per incident" on a customer
that a Billing Adjustment Policy be established and a procedures account, this does allow a customer to receive
which includes a review for prior billing adjustments, how many are [more than one adjustment over a period of
allowed for a specific issue, and which code should be used in time. Various reason codes exist in the system
which instance. City should require the customer to provide proof |and early on, there were inconsistencies in
that the problem has been resolved such as an invoice or receipt  [their use. The Director and Business Manager
for leak adjustment. will establish a policy and an adjustment code

guideline. Currently the customer requests on
adjustment must be in writing and provide a
receipt for repairs; however, if the
homeowner fixes their own leak, Public Works
will not allow the adjustment until usage
returns to normal.

4 Finding: Water Meter no Read Errors. Recommendation: The City [Agree, a cost benefit analysis will be N 7/1/2023
should perform a cost benefit analysis to determine whether performed and if a benefit can be realized,
implementing an Advanced Metering Infrastructure (AMI) system is |Public Works will develop a timeline and a cost
more cost beneficial to the City. of implementation. The Water Utility

Manager will oversee this process and get it
completed by July 1, 2023.
5 Finding: Identified 152 accounts with no water consumption for 14 [Agree, the department business manager will N 3/1/2023

consecutive months. Recommendation: We recommend the City
implement a policy and procedure to monitor and review active
accounts with zero consumption annually. Cost Benefit analysis of
maintaining meters, meter technician's time in verifying and
validating that meters are working, and Utility Billing Specialist's
time in reviewing zero consumption reports.

create a policy and procedure for monitoring
and the Fiscal Analyst will perform a cost-
benefit analysis.
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Carson City

Preliminary Risk Assessment Review of Utility Billing Process

December 2022

Finding
corrected Auditor
Item BOS Remediation Plan (Y, N, Expected Actual Verified?
No. | Closure Recommendation (Course of Action & Expected Benefits) Partial) | Compl. Date | Compl. Date (Y, N) Status Comments
6 Finding - Reconciling of customer activity has not been performed |Every property is different, and the standard N 8/1/2023
since Munis went live. 4629 accounts were identified which were |Water/Wastewater/Stormwater Services
not billed at least one of the services, Water, Wastewater or provided. Residential Properties are treated
Stormwater. Recommendation: A reconciliation of customer differently from commerical and vacant lost
activity should be performed annually. GIS Mapping may help as are different that developed lots. Properties
certain areas of the City do not have access to Water, they are on  [on well and/or septic are different as well.
their own well, etc. That being said, Carson City will hire an
outside consultant to assist in the audit of the
Utility Billing accounts.
7 Finding: Waste of Water Violation Recommendation: We The Municipal Code must be reviewed and N 7/1/2023
recommend that the City perform benchmarking of other updated before new fees can be implement.
municipalities waste of water violations and penalties. Public Works will work with the DA's office to
review surrounding municipalities and
propose any changes needed.
8 Finding: Opportunities exist to reduce the cost of billings by Agreed, it would be more efficient and cost N 11/1/2023

sending electronic bills to customers instead of paper bills.
Recommendation: Confirm and work with customers on how they
want to receive their bill. Additionally, work with Treasurer on how
they can increase the use of credit card payment, as opposed to
processing checks.

effective to send out electronic bills, but
encouraging customers to sign-up may be
difficult, as Carson has an older population
that prefer to receive paper bills and current
technical issues, such as stated in finding #1.
Treasurer will perform a cost benefit analysis
on credit card payments vs. checks, but again,
we can not require payments be made a
certain way.




Agenda ltem No:6.D

Audit Committee Agenda ltem Report
Meeting Date: January 24, 2023

Submitted by: Sheri Russell

Submitting Department: Finance

ltem Type: Formal Action / Motion

Agenda Section:

Subject:

For Possible Action: Discussion and possible action regarding the review of agreed upon procedures
suggested by Eide Bailly, LLP regarding the Grants Compliance Audit selected for the Fiscal Year (FY) 2023
Audit Work Program. (Sheri Russell-Benabou, SRussell@carson.org)

Staff Summary: Representatives from Eide Bailly, LLP will be discussing and taking direction from the Audit
Committee regarding the Grants Compliance Audit agreed upon procedures to be performed.

Suggested Action:
I move to direct Eide Bailly, LLP and staff to proceed with the Grants Compliance Audit agreed upon procedures
as discussed on the record.

Attachments:
SR - Agreed Upon Procedures - Grants FY 23.docx

Grants_Internal Audit Program.pdf
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W, STAFF REPORT

Report To: Audit Committee Meeting Date: January 24, 2023
Staff Contact: Audrey Donovan, Senior Manager, Eide Bailly, LLP

Agenda Title: For Possible Action: Discussion and possible action regarding the review of agreed upon
procedures suggested by Eide Bailly, LLP regarding the Grants Compliance Audit selected for the Fiscal Year
(FY) 2023 Audit Work Program. (Sheri Russell-Benabou, SRussell@carson.org)

Staff Summary: Representatives from Eide Bailly, LLP will be discussing and taking direction from the Audit
Committee regarding the Grants Compliance Audit agreed upon procedures to be performed.

Agenda Action: Formal Action/Motion Time Requested: 20 minutes

Proposed Motion
I move to direct Eide Bailly, LLP and staff to proceed with the Grants Compliance Audit agreed upon procedures

as discussed on the record.

Board'’s Strategic Goal
Efficient Government

Previous Action
N/A

Background/lIssues & Analysis

Several years ago, it was determined to be more efficient for the Audit Committee to discuss and approve the
agreed upon procedures of a project before the procedures are performed. This process has worked well; and
helped to reduce the number of misunderstandings, and to ensure the auditors are testing to meet the concerns
of the Audit Committee. If the Grants Compliance Audit agreed upon procedures are approved, Eide Bailly, LLP
will move forward with the project.

Applicable Statute, Code, Policy, Rule or Regulation

Financial Information
Is there a fiscal impact? [ ]| Yes [X] No

If yes, account name/number:
Is it currently budgeted? [ ] Yes [ ] No
Explanation of Fiscal Impact: N/A

Alternatives
N/A

Final Version: 12/04/15
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Board Action Taken:
Motion:

(Vote Recorded By)

Staff Report

1)
2)

Aye/Nay

Page 2
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EideBailly

CARSON CITY GRANTS COMPLIANCE
AUDIT PROGRAM

OBIJECTIVES

To evaluate the effectiveness and efficiency of the City's financial control framework and related internal
controls over the management of citywide grants (i.e., FEMA, CDBG, ARPA, Cares Act, COVID 19 Relief
funding) to ensure compliance with grant provisions and applicable federal, state, and local regulations.
Additionally, to identify opportunities for the City to improve grant management activities.

AREAS TO CONSIDER:

e Gain an understanding of all phases of the grant lifecycle, including but not limited to the grant
application process, award management, fiscal monitoring, effort reporting, accounting,
closeout, etc.

e Evaluate the internal controls for the various departments managing grants in a decentralized
environment to ensure completeness and accuracy of grants process. Additionally, to evaluate
the effectiveness and efficiency of the City's financial control environment over grant
management and administration.

e Ensure that accounting data is complete, accurate, timely, properly reported and in compliance
with the City's policies and procedures, grant provisions and applicable federal, state and local
laws and regulations.

METHODOLOGY

# Procedure

1. Background & Scoping

a. Request access to Grants Module in the City's ERP System, Tyler Munis, to be able to perform
sample testing.

b. Obtain and review policies and procedures (P&Ps), manuals, workflows, financial data and
monitoring reports related to City grants.

C. Obtain and review the organizational chart showing the various city departments and
personnel involved with and/or responsible for city grants.

d. Request and obtain a current listing of all grants from each department identified in Step 1.c.
and the necessary data related to each grant. Perform Step 2.j. below.

e. Request from the Accounting Department a current listing of grants and the necessary data
related to each grant. Perform Step 2.j. below.

f. Research federal, state and local laws & regulations specific to grants and grant administration

including Uniform Grant Guidance, Title 2 of the Code of Federal Regulations (CFR), Davis-
Bacon Act (DBRA), Federal Funding Accountability and Transparency Act (FFATA), etc.

g. From Step 1. b. above, perform walkthroughs and interviews of grant management personnel
and key staff to assess internal controls and processes over grant activities.
h. Obtain and review grant related training materials used since June 2021, the list of training

attendees, dates of training, individuals department and their role and responsibilities. See
Step 2.k. below for test steps.




EideBailly

Request grant management key performance indicators, monitoring protocols, and other
metrics utilized by the City to govern the grant management process.

2. Fieldwork & Testing

j-

Based on information obtained in Step 1.c. & 1. d. compare the grant data with the various
departments to what Accounting records show and identify any discrepancies. Research root
cause for any discrepancies noted.

Select a sample of 5 grants from various departments judgmentally identified from list
provided by the City and perform the following to ensure accounting data is complete,
accurate, timely, properly reported and in compliance with the City's policies and procedures,
grant provisions, and applicable rules and regulations:

1). Verify that grant applications are submitted to the Grants Administrator and are
approved by appropriate authority levels.

2). Verify that the signed grant paperwork is uploaded into Munis, whether grant was
approved or not, and that a notification was sent to the Grants Administrator and the
Treasurer's Office, in alignment with grants manual.

3). Obtain and review grant drawdown journal entries to determine that all funding due
from the granting agency is received completely, accurately, and timely. Note whether the city
will be over or under on grant spending and method for addressing. Identify and follow up on
root cause for any over/under noted.

4). Obtain and review grant budgets, revenues, expenditures, indirect and administrative
costs, subrecipient monitoring support (where applicable) and verify whether transactions
comply with program requirements, grant provisions, are properly tracked, and are recorded
completely, accurately and timely. Follow up on any discrepancies noted to identify root cause.

5). Obtain and review timesheets related to federal grants and verify whether time and
payments are accurate, reasonable, and properly recorded.

6). Determine whether grant modifications, including transfer of grant manager, have
proper support and approved by appropriate authority levels.

7). Review grant closeout procedures to ensure that projects are closed out and financial
reports are issued timely and in accordance with grant requirements.

Based on information obtained in Step e. above, perform the following:

1). Compare the list of individuals involved in the grant process to the training logs and
identify those who have not received training since June 2021. Determine whether any issues
noted in Step 2.k. ties to training or lack of.

2). Compare the training materials with information obtained in Step 1.h. and research
performed in Step 1.f. Identify any areas where training is not complete or accurate.

3). Inquire as to the method for ensuring training materials are complete, accurate and reflect
current laws and regulations.

4). Inquire as to the method, frequency and approach to providing training to individuals
within the various departments involved with grants. Is there any true up with Accounting to
identify a new department, change in personnel, etc. involved with grants?

5). Through research identify best practice for frequency of grant training and whether this is
individual based on roles and responsibilities or group based.

Through research identify best practice for grant management key performance indicators,
monitoring protocols, and other metrics utilized to govern the grant management process.
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Agenda ltem No:6.E

Audit Committee Agenda ltem Report
Meeting Date: January 24, 2023

Submitted by: Sheri Russell

Submitting Department: Finance

ltem Type: Other / Presentation

Agenda Section:

Subject:
For Presentation Only: Discussion regarding Fiscal Year (“FY”) 2023 audit work program update and Hotline
activity. (Sheri Russell-Benabou, SRussell@Carson.org)

Staff Summary: Representatives from Eide Bailey, LLP will be discussing the progress of the FY 2023 audit
work program as well as any items received through the Fraud, Waste & Abuse Hotline.

Suggested Action:
N/A

Attachments:
SR - Internal Auditor work program update.docx
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7S, STAFFREPORT

Report To: Audit Committee

Staff Contact: Audrey Donovan, Senior Manager, Eide Bailly, LLP

Meeting Date: January 24, 2023

Agenda Title: For Presentation Only: Discussion regarding Fiscal Year (“FY”) 2023 audit work program

update and Hotline activity. (Sheri Russell-Benabou, SRussell@Carson.org)

Staff Summary: Representatives from Eide Bailey, LLP will be discussing the progress of the FY 2023 audit
work program as well as any items received through the Fraud, Waste & Abuse Hotline.

Agenda Action: Formal Action/Motion

Time Requested: 10 minutes

Proposed Motion
N/A

Board’s Strategic Goal
Efficient Government

Previous Action
N/A

Background/Issues & Analysis
Standing item for discussion and update.

Applicable Statute, Code, Policy, Rule or Regulation

Carson City Charter Chapter 3.075, CCMC 2.14.040

Financial Information
Is there a fiscal impact? [ ] Yes [X] No

If yes, account name/number:
Is it currently budgeted? [ ] Yes [ ] No

Explanation of Fiscal Impact: N/A

Alternatives
N/A

Board Action Taken:
Motion: 1)

Aye/Nay

Final Version: 12/04/15
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(Vote Recorded By)

Staff Report

2)

Page 2
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Agenda ltem No:6.F

Audit Committee Agenda ltem Report
Meeting Date: January 24, 2023

Submitted by: Sheri Russell

Submitting Department: Finance

ltem Type: Other / Presentation

Agenda Section:

Subject:
For Discussion Only: Discussion regarding dates for the next meeting of the Audit Committee.

Suggested Action:
Discussion only.

Attachments:
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